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Abstract. One of the basic problems in cryptography is the generation
of a common secret key between two parties, e.g., in order to communi-
cate privately. In this paper we consider information-theoretically secure
key agreement. Wyner and subsequently Csiszdr and Kérner described
and analyzed settings for secret-key agreement based on noisy commu-
nication channels. Maurer as well as Ahlswede and Csiszar generalized
these models to a scenario based on correlated randomness and public
discussion. In all these settings, the secrecy capacity and the secret-key
rate, respectively, have been defined as the maximal achievable rates at
which a highly-secret key can be generated by the legitimate partners.
However, the privacy requirements were too weak in all these definitions,
requiring only the adversary’s ratio of information to be negligible, but
hence tolerating her to obtain a possibly substantial amount of infor-
mation about the resulting key. It has been unknown previously how to
generate keys about which the adversary has virtually no information.
We give natural new definitions of secrecy capacity and secret-key rate
satisfying this stronger requirement and show that not only secret-key
agreement is possible with respect to the strong secrecy condition, but
even that the achievable key-generation rates are equal to the previous
weak notions of secrecy capacity and secret-key rate. Hence the unsatis-
factory old definitions can be completely replaced by the new ones. The
proofs require novel privacy-amplification techniques based on extractor
functions.

Keywords. Unconditional security, key agreement, wire-tap channel, se-
crecy capacity, universal hashing, extractors, privacy amplification, typ-
ical sequences.

1 Introduction and Preliminaries

1.1 Models of Information-Theoretic Secret-Key Agreement

This paper is concerned with unconditional security in cryptography. Unlike com-
putationally-secure cryptosystems, the security of which is based on the assumed
yet unproven hardness of a certain problem such as integer factoring, a proof
without any computational assumption, based on information theory rather than
complexity theory, can be given for the security of an unconditionally-secure
system.
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A fundamental problem is the generation of a mutual key about which an ad-
versary has virtually no information. Wyner [18] and later Csiszar and Korner [9]
considered the natural message-transmission scenarios in which the legitimate
partners Alice and Bob, as well as the adversary Eve, are connected by noisy
channels. In Csiszdr and Korner’s setting, Alice sends information (given by the
random variable X) to Bob (receiving V') (and to the opponent Eve who obtains
Z) over a noisy broadcast channel characterized by the conditional distribution
Py 7/ x. Wyner’s model corresponds to the special case where X =Y — Z is a
Markov chain.

The secrecy capacity Cs(Py z)x) of the channel Py z x has been defined as
the maximal rate at which Alice can transmit a secret string to Bob by using
only the given noisy (one-way) broadcast channel such that the rate at which the
eavesdropper receives information about the string can be made arbitrarily small.
More precisely, the secrecy capacity is the maximal asymptotically-achievable
ratio between the number of generated key bits and the number of applications
of the noisy broadcast channel.

As a natural generalization of these settings, Maurer [12] and subsequently
Ahlswede and Csiszar [1] have considered the model of secret-key agreement by
public discussion from correlated randomness. Here, two parties Alice and Bob,
having access to specific dependent information, use authentic public communi-
cation to agree on a secret key about which an adversary, who also knows some
related side information, obtains only a small fraction of the total information.
More precisely, it is assumed in this model that Alice and Bob and the adversary
Eve have access to repeated independent realizations of random variables X, Y,
and Z, respectively. A special example is the situation where all the parties re-
ceive noisy versions of the outcomes of some random source, e.g., random bits
broadcast by a satellite at low signal power.

The secret-key rate S(X;Y||Z) has, in analogy to the secrecy capacity, been
defined in [12] as the maximal rate at which Alice and Bob can generate a secret
key by communication over the noiseless and authentic but otherwise insecure
channel in such a way that the opponent obtains information about this key only
at an arbitrarily small rate.

Note that Maurer’s model is a generalization of the earlier settings in the
sense that only the correlated information, but not the insecure communication
is regarded as a resource. In particular, the communication can be interactive
instead of only one-way, and the required amount of communication has no in-
fluence on the resulting secret-key rate. These apparently innocent modifications
have dramatic consequences for the possibility of secret-key agreement.

1.2 The Secrecy Capacity and the Secret-Key Rate

The precise definitions of C's(Pyz|x) and of S(X;Y|Z) will be given later, but
we discuss here some of the most important bounds on these quantities. Roughly
speaking, the possibility of secret-key agreement in the broadcast-channel model
is restricted to situations for which Alice and Bob have an initial advantage in



terms of Pyz x, whereas interactive secret-key generation can be possible in
settings that are initially much less favorable for the legitimate partners.

In [9] it was shown that Cs(Pyzx) > maxp, (I(X;Y) — I(X;Z)), where
the maximum is taken over all possible distributions Px on the range X of
X, and that equality holds whenever I(X;Y) — I(X; Z) is non-negative for all
distributions Px. On the other hand, it is clear from the above bound that if
U — X = Y Z is a Markov chain, then Cs(Pyz x) > I(U;Y) — I(U; Z) is also
true. If the maximization is extended this way, then equality always holds:

Cs(Pyz) =, max  (I(U;Y) - 1(U;2)) M
is one of the main results of [9]. It is a consequence of equality (1) that Alice
and Bob can generate a secret key by noisy one-way communication exactly in
scenarios that provide an advantage of the legitimate partners over the opponent
in terms of the broadcast channel’s conditional distribution Py z|x -

The secret-key rate S(X;Y||Z), as a function of Pxy z, has even been studied
more intensively. Lower and upper bounds on this quantity were derived, as well

as necessary and sufficient criteria for the possibility of secret-key agreement [12],
[14]. The lower bound

S(X;Y12) 2 max [I(X;Y) - I(X;2), I(Y; X) - I(Y; Z) ] (2)

follows from equality (1) [12]. It should be pointed out that secret-key agreement
can also be possible when the right-hand side of inequality (2) is zero or nega-
tive. However, a special protocol phase, called advantage distillation, requiring
feedback instead of only one-way communication, must be used.

On the other hand however, it was shown in [14] that

S(X;Y|2) < I(X;Y4Z) = win [[(X; Y[2)] ,

Z\Z

where I(X;Y|]Z) is called the intrinsic conditional information between X and
Y, given Z. It has been conjectured in [14], and is supported by some evidence,
that

S(X;Y||2) = I(X;Y\|Z)

holds for all Pxyz, or at least that S(X;Y||Z) > 0 holds whenever I(X;Y ]
Z) > 0. However, these statements have been proven only for special cases.

1.3 Contributions of this Paper

In all the mentioned scenarios, the conditions on the resulting secret key were too
weak. As it is often done in information theory, all the involved quantities, in-
cluding the information about the key the adversary is tolerated to obtain, were
measured in terms of an information rate, which is defined as the ratio between
the information quantity of interest and the number of independent repetitions
of the underlying random experiment. Unfortunately, the total information the
adversary gains about the resulting secret key is then, although arbitrarily small



in terms of the rate, not necessarily bounded, let alone negligibly small, because
for a given (small) ratio € > 0, key agreement with respect to the security pa-
rameter ¢ is required to work only for strings of length N exceeding some bound
Ny(e) which can depend on ¢ (in particular, Ny(¢)-e — oo for ¢ — 0 is possible).
Clearly, this is typically unacceptable in a cryptographic scenario. For instance,
the generated key cannot be used for a one-time-pad encryption because the en-
tire message must be protected. However, it has been previously unknown how
a message can be sent entirely secretly in the described key-agreement settings.

Motivated by these considerations, stronger definitions of the rates at which
a secret key can be generated are given for the different scenarios. More specifi-
cally, it is required that the information the adversary obtains about the entire
key be negligibly small in an absolute sense, not only in terms of a rate. In the
setting of secret-key agreement by noiseless public discussion from common in-
formation it is additionally required that the resulting secret key, which must be
equal for Alice and Bob with overwhelming probability, is (perfectly-) uniformly
distributed.

The main results of this paper are Theorems 1 and 2, stating the somewhat
surprising facts that both for the secrecy capacity and for the secret-key rate,
strengthening the security requirements does not at all reduce the achievable
key-generation rates. This is particularly interesting for the case of the secrecy
capacity because in this model, all the communication must be carried out over
the noisy channel. Recent advances in the theory of extractors are necessary for
closing the gap between weak and strong security in this case.

An important conclusion of our results is that all the previously-known results
on Cs(Pyzx) and on S(X;Y||Z), briefly described in Section 1.2, immediately
carry over to the strong notions although they were only proved for the weaker
definitions (which is an apparently much easier task). All the previous definitions
were hence unnecessarily weak and can from now on be entirely replaced by the
new notions.

A basic technique used for proving the main results is privacy amplification,
introduced in [3], where we use both universal hashing and, as a new method
in this context, extractors. A particular problem to be dealt with is to switch
between (conditional) Shannon-, Rényi-, and min-entropy of random variables
or, more precisely, of blocks of independent repetitions of random variables, and
the corresponding probability distributions. A powerful tool for doing this are
typical-sequences techniques.

Both Theorems 1 and 2 solve open problems stated in the literature [13],
[10]. In the public-discussion setting, a slightly weaker variant of the notion of
strong secret-key agreement was already defined by Maurer in [13], where a lower
bound on a strengthened secret-key rate was derived. (We give a much simpler
proof of the same bound below.) It was not proved however that the rates are
equal in any case.



1.4 Shannon-, Rényi-, and Min-Entropy, and Variational Distance

We recall the definitions of some entropy measures needed in this paper. For
a good introduction to information theory, we refer to [8]. Let R be a discrete
random variable with range R. Then the (Shannon) entropy H(R) is defined
as®> H(R) := — Y, . Pr(r) -1og(Pr(r)). The Rényi entropy H>(R) is defined
as Hy(R) := —log(},cx P2(r))- Finally, the min-entropy Hoo(R) is Hy(R) :=
—logmax,cr (Pgr(r)). For two probability distributions Px and Py on a set
X, the wvariational distance between Px and Py is defined as d(Px,Py) :=

3 2sex [Px (@) — Py (z)|.

2 Secret-Key Agreement from Correlated Randomness

In this section we define a stronger variant of the secret-key rate of a distribution
Pxvyz and show that this new quantity is equal to the previous, weak secret-
key rate as defined in [12]. The protocol for strong key agreement consists of
the following steps. First, weak key agreement is repeated many times. Then,
so-called information reconciliation (error correction) and privacy amplification
are carried out. These steps are described in Section 2.2. Of central importance
for all the arguments made are typical-sequences techniques (Section 2.3). The
main result of this section, the equality of the secret-key rates, is then proven in
Section 2.4.

2.1 Definition of Weak and Strong Secret-Key Rates

Definition 1 [12] The (weak) secret-key rate of X and Y with respect to Z,
denoted by S(X;Y||Z), is the maximal R > 0 such that for every € > 0 and for
all sufficiently large N > Ny(g) there exists a protocol, using public communica-
tion over an insecure but authenticated channel, such that Alice and Bob, who
receive XV = [X1,..., Xn] and YV = [V, ..., Yn], can compute keys S and S,
respectively, with the following properties. First, they are equal with probability
at least 1 — £, and second,

1 N 1
I(S;0ZN)<e  and H(S)>R—¢

hold. Here, C' denotes the collection of messages sent over the insecure channel
by Alice and Bob, and ZV stands for [Z1, ..., Zn].

As pointed out in Section 1.3, the given definition of the secret-key rate is unsat-
isfactorily (and, as shown later, unnecessarily) weak. We give a strong definition
which limits the information leaked to the adversary in an absolute sense (and
additionally requires that the resulting key be perfectly-uniformly distributed).

2 All the logarithms in this paper are to the base 2, unless otherwise stated.



Definition 2 The strong secret-key rate of X and Y with respect to Z, denoted
by S(X;Y||Z), is defined in the same way as S(X;Y||Z) with the modifications
that Alice and Bob compute strings S4 and Sp which are with probability at
least 1 — ¢ both equal to a string S with the properties

I(S;CZN) < e and H(S)=log|S|>N-(R—¢).

Obviously, S(X;Y|Z) < S(X;Y||Z) holds. It is the goal of this section to
show that equality holds for every distribution Pxyz, i.e., that the attention
can be totally restricted to the strong notion of secret-key rate.

2.2 Information Reconciliation and Privacy Amplification

In this section we analyze the two steps, called information reconciliation and
privacy amplification, of a protocol allowing strong secret-key agreement when-
ever [(X;Y)—I(X;Z)>0or I(Y;X)—I(Y;Z) > 0 holds. More precisely, we
show

S(X;Y1Z) 2 max {I(X;Y) - I(X;2), I(YV; X) - I(Y;2) } . 3)

Assume I(X;Y) > I(X; Z). The information-reconciliation phase of interac-
tive error correction consists of the following step. For some suitable function
h:xN — {0,1}L, Alice sends h(X™) to Bob for providing him (who knows
YY) with a sufficient amount of information about X that allows him to re-
construct XV with high probability. The existence of such a function (in a fixed
universal class, see Definition 3) for L on the order of N - H(X|Y) is stated in
Lemma 1, a weaker variant of which was formulated already in [13] without a
proof. We give a proof in Section 2.3 as a first application of typical-sequences
arguments. Note that this type of (one-way) information-reconciliation protocol
is optimal with respect to the amount of exchanged information and efficient
with respect to communication complexity, but not with respect to computa-
tional efficiency of Bob. There exist efficient interactive methods which however
leak more information to the adversary (see [4] for various results on information
reconciliation).

Definition 3 [7] A class G of functions g : A — B is universal if, for any
distinct 21 and x5 in A, the probability that g(z1) = g(z2) holds is at most 1/|5|
when ¢ is chosen at random from G according to the uniform distribution.

The following example of a universal class is taken from [7].

Ezamplel. Let 1 < M < N, let a be an element of GF(2V), and interpret z €
{0,1}" as an element of GF(2") with respect to a fixed basis of the extension
field over the prime field GF(2). Consider the function h, : {0,1}" — {0,1}M
assigning to an argument z the first M bits (with respect to this basis repre-
sentation) of the element ax of GF(2V), i.e., h,(z) := LSBas(a - ). The class
{hs : a € GF(2N)} is a universal class of functions mapping {0, 1}V to {0,1}¥
with 2V elements.



Lemma 1 Let X and Y be random wvariables, and let [(X1,Y1),...,(Xn,YN)]
be a block of N independent realizations of X and Y. Then for every e > 0 and
g’ > 0, for sufficiently large N, for every L satisfying L/N > (1 +¢e)H(X|Y),
and for every universal class H of functions mapping XN to {0,1}L, there exists
a function h in H such that [X1,...,XnN] can be decoded from [Yi,...,YnN] and
h(XN) with error probability at most €.

In the second protocol phase, privacy amplification, Alice and Bob compress
the mutual but generally highly-insecure string X to a shorter string S with
virtually-uniform distribution and about which Eve has essentially no informa-
tion. (Note that Eve’s total information about X consists of ZV and h(X?%)
at this point.) Bennett et. al. [2] have shown that universal hashing allows for
distilling a virtually-secure string whose length is roughly equal to the Rényi
entropy of the original string in Eve’s view.

Lemma 2 [2] Let W be a random variable with range W, and let G be the
random variable corresponding to the random choice, according to the uniform

distribution, of a function out of a universal class of functions mapping W to
{0,1}M. Then H(G(W)|G) > Ho(G(W)|G) > M — 2M—H2(W) /1 2,

Lemma 2 states that if Alice and Bob share a particular string S and Eve’s
information about S corresponds to the distribution Pgy—, (where v denotes
the particular value of her information V') about which Alice and Bob know
nothing except a lower bound ¢ on the Rényi entropy, i.e., Ha(S|V = v) > ¢,
then Alice and Bob can generate a secret key S’ of roughly ¢ bits. More precisely,
if Alice and Bob compress S to an (¢t — s)-bit key for some security parameter
s > 0, then Eve’s total information about this key is exponentially small in s
(see Figure 1).

A natural problem that arises when combining information reconciliation and
privacy amplification with universal hashing is to determine the effect of the
error-correction information (leaked also to the adversary) on the Rényi entropy
of the partially-secret string, given Eve’s information. The following result, which
was shown by Cachin [5], as an improvement of an earlier result by Cachin and
Maurer [6], states that leaking ¢ physical bits of arbitrary side information about
a string cannot reduce its Rényi entropy by substantially more than ¢, except
with exponentially small probability.

Lemma 3 [5] Let X and Q be random wvariables, and let s > 0. Then with
probability at least 1—2-/2=1) (taken over ¢ € Q), we have Ho(X)— H>(X|Q =
q) <log|Q[ +s.

2.3 Typical Sequences

In the following, we will make use of so-called typical-sequences arguments. Such
arguments are based on the fact that if a large number of independent realiza-
tions of a random variable U is considered, then the actual probability of the



particular outcome sequence is, with overwhelming probability, close to a cer-
tain “typical probability.” There exist various definitions of typical sequences.
The definition given below corresponds to a weak notion of typicality, dealing
only with probabilities and not with the number of occurrences of the outcome
symbols of the original random variable U in the sequence.

Definition 4 Let U be a random variable with probability distribution Py and
range U. For N > 0, let Py~ = P} be the distribution of the random variable
UN corresponding to N independent realizations of U. Then a sequence u =

(u1,us,...,un) € UV is called (weakly) d-typical if 2~ NHW)HS) < Py (u) <
9-N(H(U)-9)

Lemma 4 states that if N is large enough, then UY is é-typical with high
probability. More precisely, the probability of the “non-typicality” event tends
to zero faster than 1/N2. The lemma follows immediately from Theorem 12.69
in [8].

Lemma 4 [8] For all 6,& > 0, we have N - (Prob[UY is not §-typical])'/? < e
for sufficiently large N.

As a first application of typical sequences and of Lemma 4, we can now give a
proof of Lemma, 1 from the previous section.

Proof of Lemma 1. Tt is sufficient to show that the statement is true if the
function h is chosen at random from the universal class H of functions mapping
AN to {0,1}E. Then we can conclude from

Prob hEr'H,[Zl,...,wN]EXN[g] =En [PFOb [w1,...,wN]EXN|H:h[g]] <g

(where £ stands for the event of a decoding error when using the optimal strat-
egy) that there exists a specific function hg € H such that the probability of a
decoding error is at most &', given H = hyg.

We can assume H(X|Y) > 0 because the statement is trivial otherwise. Let
0<a<e/2and 0 < < eH(X|Y)/2 be constants. For sufficiently large N,
we have with probability at least 1 — 2a that the outcomes =%V and y” of the
random variables X* and YV satisfy both

9-N(H(XY)+8) < Pxwyn (@, yN) < 9—N(H(XY)-9) (4)

and
2—N(H(Y)+5) S PyN (yN) S 2—N(H(Y)—5) (5)
hold. From (4) and (5) one can conclude

9-N(H(X|Y)+28) < Pynjyn (@, yN) < g~ NH(X|Y)-26) (6)



For a particular fixed y%, there are at most 2/V(H(X[Y)+29) different &V for which
(6) can hold. Let L > (1 +¢&)NH(X|Y). The probability that for a randomly-
chosen h € H and for given ¥y~ and h(z?), there exists (z'), different from 2,

satisfying (6) and with h(z™) = h((z')V), is at most

1— (1 _ 2—L)2N(H(xw)+26) < 9-L . 2N(H(X|Y)+25) < 2—N(5H(X\Y)_25) 7

which is arbitrarily small for sufficiently large N because 6 < e H(X|Y')/2. From
the above we conclude that the decoding-error probability is upper bounded by
Prob[£] < 2a 4 2~ NEHXIY)=28)  This expression is smaller than &’ for suffi-
ciently large N by the definition of o and 4. m|

As another application of the typical-sequences technique, and as a further
step towards proving equality of the secret-key rates with respect to the weak
and strong definitions, we show that the weak definition can be extended by
an additional condition requiring that the resulting key is close-to-uniformly
distributed. More precisely, Lemma 5 states that the condition

1 1
—H(S) > =1 -
H(S) > 1 log|s| — ¢ ")
can be included into the definition of S(X;Y||Z) without effect on its value.
(Note that the condition (7) is much weaker than the uniformity condition in
the definition of S(X;Y||Z).)

Lemma 5 Let the uniform (weak) secret-key rate S, (X;Y||Z) be defined simi-
larly to S(X;Y||Z), but with the additional condition (7). Then S, (X;Y||Z) =
S(X;Y|Z) holds.

Proof. The idea is to carry out the key-generation procedure independently many
times and to apply data compression. More precisely, secret-key agreement with
respect to the definition of S(X;Y||Z) is repeated M times. Clearly, we can
assume that the resulting triples [S;, S!, (ZNC);] are independent for different
values of 7 and can be considered as the random variables in a new random
experiment. When repeating this experiment for a sufficient number of times
and applying data compression to the resulting sequence of keys, thereby using
that with high probability both [S1, Sa, . ..] and [S], S4, . ..] are typical sequences,
one finally obtains key agreement that ends up in a highly-uniformly-distributed
key.

Let R := S(X;Y||Z). We show that for any ¢ > 0 (and for a sufficiently
large number of realizations of the random variables) secret-key agreement at a
rate at least R — ¢ is possible even with respect to the stronger definition which
includes the uniformity condition (7).

For parameters &’ > 0 and N > 0, both to be determined later, let secret-
key agreement (not necessarily satisfying the new condition) be carried out M
times independently. Let S; and S, ¢ = 1,..., M, be the generated keys, and
let C; and (Z7); be the corresponding collection of messages sent over the pub-
lic channel and the realizations of Z that Eve obtains, respectively. Then the



triples [S;, S1, (ZNC):), i = 1,..., M, are statistically independent and identi-
cally distributed. According to the definition of S(X;Y||Z), we can achieve for
every 4

H(S;)/N >R—¢', Prob[S: #Sl] <&, and I(S;;(ZNC);)/N <&, (8)

where the constant & will be specified later. (Note that in order to make only &
smaller and to leave & unchanged, it is not necessary to increase N because the
second condition in (8) is stricter for larger N: The key can be subdivided into
smaller pieces at the end, and for every such piece, the error probability is at
most £.)

Using the fact that for all @ > 0 and § > 0, the event £(d) that the se-
quence [S1,Sa, ..., Sm] is d-typical has probability at least 1 — a for sufficiently
large M, we can transform the key vector [Sy, ..., Sy] into an almost-uniformly-
distributed key T as follows. If £(d) occurs, then let T := [Sy, ..., Sp], otherwise
T := A for some failure symbol A. The key T” is computed from [S],...,S),]
analogously. Then, T' and 7" have the following properties. First,

log |T| < M(H(S)+6)+1 and  H(T)> (1—a)M(H(S) - 0)

follow from the definitions of T" and of §-typical sequences. For the quantities
occurring in the definition of S, (X;Y||Z), we hence obtain

H(T)/MN >(1—-a)(R—¢' —§/N), (9)

Prob[T # T'] < M& , (10)
I(T;(ZN0)iza,..m)/MN < €', (11)
(log |T| — H(T))/MN < aR+ 2§/N . (12)

Because of Lemma 4 one can choose, for every sufficiently large N, constants
a, §, and &' such that Prob[£(d)] < a (where £(J) stands for the complementary
event of £(d)) for this choice of M, and such that the expressions on the right-
hand sides of (11) and (12) are smaller than ¢, whereas the right-hand side
of (9) is greater than R — ¢. Finally, £ can be chosen as /M, such that the
condition (10) is also satisfied.

We conclude that the uniform secret-key rate S,(X;Y||Z) is at least R =
S(X;Y||Z). This concludes the proof. m|

Lemma, 6 links Rényi entropy with typicality of sequences (and hence Shan-
non entropy). More precisely, the conditional Rényi entropy of a sequence of
realizations of random variables is close to the length of the sequence times the
conditional Shannon entropy of the original random variables, given a certain
typicality event which occurs with high probability. Related arguments already
appeared in [11] and [5].

Lemma 6 Let Pxz be the joint distribution of two random variables X and
Z,let 0 < § <1/2, and let N be an integer. The event F(8) is defined as fol-
lows: First, the sequences ™ and (x,2)N must each be §-typical, and second,



2N must be such that the probability, taken over (z')N according to the distri-

bution Px~|zv—.~, that (2, 2)N is &-typical is at least 1 — §. Then we have

N - Prob[F(8)] = 0 for N = oo, and Ho(XN|ZN = 2N, F(6)) > N(H(X|Z) —
26) +log(1 —9).

Proof. Because of Lemma, 4, the event, denoted by £(6), that both %V and (z, 2)V
are J-typical has probability at least 1—4? for some N = N(§) with N(§)-6 — 0.
For this value of N, 2V has with probability at least 1 — V82 = 1 —§ the
property that (z',2)N is d-typical with probability at least 1 — V62 = 1 — 6,
taken over (z')V distributed according to Pxn|zn_.~. Hence the probability of

the complementary event F(§) of F () is at most 62 +6, thus N-Prob [F(§)] — 0.
On the other hand, given that 2V and (', 2)N are é-typical, we can conclude
as in the proof of Lemma 1 that

g NHX|Z)+2) < v (a)V, 2V) < 2~ NH(X12)-26)
holds. For a fixed value 2V, the Rényi entropy of X7, given the events ZV = 2V
and F(9), is lower bounded by the Rényi entropy of a uniform distribution
over a set with (1 — §) - 2NV(H(XI2)=28) elements: Hy(XNV|ZN = 2N, F(8)) >
N(H(X|Z) - 26) +log(1 — 5). 0

2.4 Equality of Weakly- and Strongly-Defined Rates

In this section we prove the lower bound (3) on S(X;Y||Z) and the first main
result, stating that the weak and strong secret-key rates are equal for any distri-
bution. A result closely related to Lemma 7 was proved as the main result in [13].
We give a much shorter and simpler proof based on the results in Sections 2.2
and 2.3.

Lemma 7 For all Pxyz, S(X;Y||Z) > max{I(X;Y) - I(X;Z), I(YV;X) —
I(Y;Z)} holds.

Proof. We only prove that
I(X;Y)-I(X;Z)=H(X|Z)— HX|Y) (13)

is an achievable rate. The statement then follows by symmetry.

Let e > 0, and let A > 0 be determined later. We show that for the parameter
g, and for sufficiently large IV, there exists a protocol which achieves the rate (13).
Let 6 < /4 and a < A/(2H(X)) be constants, and let F(J) be the event
defined in Lemma 6. Because of Lemma 6 we have for sufficiently large N that
N - Prob[F(d)] < a. On the other hand,

Hy(XN|ZN = 2N, F(6)) > N - (H(X|Z) — 26) + log(1 — &)

holds.



The protocol now consists of two messages sent from Alice to Bob, one for
information reconciliation and the other one for privacy amplification (see Sec-
tion 2.2). Let 8 < ¢/(2H(XY)) be a positive constant. According to Lemma 1
there exists for sufficiently large N a function h : XN — {0,1}F, where L :=
[(1+ B)NH(X|Y)], such that X~ can be determined from Y~ and h(X%)
with probability at least 1 —e/2 (using the optimal strategy). Clearly, the value
h(X™) reduces Eve’s uncertainty in terms of Rényi entropy about X*. We con-
clude from Lemma 3 for s := 2log(2NH(X)/A) + 2 that with probability at
least 1 — 2 (5/2-1),

Hy(XN|ZN = 2N, n(XN) = h(z™), F(6))

> N-(H(X|Z)—26) +1og(1-06) —[(1+8)- N - H(X|Y) + 1+ s|(14)
N - (H(X|Z) — H(X|Y)) — 26N — BNH(X|Y) — 1 — 5 + log(1 — 8)
Q.

Finally, Alice and Bob use privacy amplification to transform their mutual in-
formation XV into a highly-secret string S.Letr:=[logN],and let M := Q—r
be the length of the resulting string S. If G is the random variable correspond-
ing to the random choice of a universal hash funcmon mapping XN — {0,1}M,
and if S := G(X"), then we have H(S|Z"N = zN,h(X"N) = h(zN),G, F(5)) >
M — 27"/In2 under the condition that inequality (14) holds. Hence we get for
sufficiently large N

H(S|ZN,h(XN),G) > (Prob[F(6)] — 2~ /2 V)M —27"/1In2)
> M —27"/In2 — (Prob[F(8)] + 27¢/27V) . N - H(X)
> log |S| —
by definition of 7, @, and s. Let now S be a “uniformization” of S, i.e., a random

variable S with range & = S = {0,1} that can be generated by sending
S over some channel characterized by PS‘ g, that is uniformly distributed and

minimizes Prob[S # S] among all random variables with these properties. For
C = [h(XN),G] and sufficiently small A, we can then conclude that

I(S;ZNC) <e, H(S)=log|S|, and Prob[S' # S| <e¢

because of H(S) > H(S|ZN,h(X™N),G). The achievable key-generation rate
with this protocol is hence at least

H(X|Z) — H(X|Y) — 26 — BH(X|Y) > I(X;Y) — I(X; Z) —

Thus we obtain S(X;Y||Z) > I(X;Y) —I(X; Z), which concludes the proof. O

Theorem 1 is the main result of this section and states that the strong secret-
key rate S(X;Y||Z) is always equal to the weak secret-key rate S(X;Y||Z2).

Theorem 1 For all distributions Pxyz, we have S(X;Y||Z) = S(X;Y]|2).



Proof. Clearly, S(X;Y||Z) < S(X;Y||Z) holds. Let R := S(X;Y||Z), and let
€ > 0. According to the definition of the secret-key rate S(X;Y||Z) (and because
of Lemma 5), there exists, for sufficiently large N, a protocol with the following
properties: Alice and Bob know, at the end of the protocol, strings S and S’
such that H(S) > NR — Ng, Prob[S # S'] < ¢, I(S; ZNC) < Ne, and H(S) >
log |S| — Ne hold. From these equations, we can conclude by Fano’s inequality [8]
that

1(S; ") = H(S) — H(S|S') > H(S) — h(Prob[S # S']) — Prob[S # §'|(H(S) + Ne)
> H(S)(1 — &) — h(e) — Ne* > NR— NRe — Ne — h(e)

(where h stands for the binary entropy function), hence I(S;S") —I(S; ZNC) >

NR—NRe—2Ne—h(e). Let us now consider the random experiment [S, ', ZN O]

(where we assume that the realizations are independent). By applying Lemma 7
to the new distribution, we get

S(X;Y|2) > S(S; 8|2 C) /N > (I(S;S") = I(S; 2" C)) /N > R— Re —2e — h(e)/N
for every e > 0, thus S(X;Y||Z) > S(X;Y]|Z). o

3 Strengthening the Secrecy Capacity

This section is concerned with the model introduced by Wyner [18] and the gen-
eralization thereof by Csiszdr and Korner [9], which served as a motivation for
Maurer’s [12] scenario treated in Section 2. In analogy to the weak definition of
the secret-key rate, the original definition of the secrecy capacity is not satisfac-
tory because the total amount of information about the resulting key that the
adversary obtains can be unbounded. We show that also the definition of the
secrecy capacity can be strengthened, without any effect on the actual value of
this quantity, in the sense that the total amount of information the adversary
obtains about the secret key is negligibly small. This solves an open problem
stated in [10] and in [13].

A special difficulty that arises in this model as compared to the model of
Section 2 is that no communication is “for free.” More precisely, the noisy broad-
cast channel must be used for the entire communication (i.e., for the exchange
of all the error-correction and privacy-amplification information), which at first
sight appears to reduce the maximal achievable key-generation rate. However,
the use of extractors (see Section 3.2) instead of universal hashing for privacy
amplification allows to keep the fraction of channel uses for communicating the
error-correction and privacy-amplification messages arbitrarily small.

3.1 Definition of the Secrecy Capacity Cs(Pyz|x)

Assume that the parties Alice and Bob, and the adversary Eve, are connected
by a noisy broadcast channel with conditional output distribution Py zx [9].
(Wyner’s wire-tap channel corresponds to the special case where Py 7| x = Py|x -
Pzy holds.) The ability of generating mutual secret information was quantified
in detail as follows.



Definition 5 [18], [9] Consider a memoryless broadcast channel characterized
by the conditional joint distribution Py z x. The secrecy capacity CS(PYZ| x)
of the channel is the maximal real number R > 0 such that for every £ > 0,
for sufficiently large N, and for K := |(R — €)N|, there exists a possibly prob-
abilistic (i.e., additionally depending on some random bits) encoding function
e : {0,1}% — AN together with a decoding function d : Y~ — {0,1}¥ such
that if S is uniformly distributed over {0,1}%, we have for XV = ¢(S) and
S" := d(Y'N) that Prob[S’ # S] < € and

1

?H(S|ZN) >1-—¢ (15)

hold.

3.2 Privacy Amplification with Extractors

In order to show that the notion of secrecy used in the definition of C's can be
strengthened without reducing the secrecy capacity of the broadcast channel,
we need a different technique for privacy amplification, requiring less informa-
tion to be transmitted, namely only an asymptotically arbitrarily small fraction
of the number of bits of the partially-secure string to be compressed. (Other-
wise, the channel applications needed for sending this message would reduce the
achievable key-generation rate.) We show that such a technique is given by so-
called extractors. Roughly speaking, an extractor allows to efficiently isolate the
randomness of some source into virtually-random bits, using a small additional
number of perfectly-random bits as a catalyst, i.e., in such a way that these bits
reappear as a part of the almost-uniform output. Extractors are of great impor-
tance in theoretical computer science, where randomness is often regarded as a
resource. They have been studied intensively in the past years by many authors.
For an introduction and some constructions, see for example [15], [17], or [16],
and the references therein.

Recent results, described below, show that such functions allow, using only
a small amount of true randomness, to distill (almost) the entire randomness,
measured in terms of H.,, of some string into an almost-uniformly-distributed
string. A disadvantage of using extractors instead of universal hashing is that a
string of length only roughly equal to the min-entropy instead of the generally
greater Rényi entropy of the original random variable can be extracted. How-
ever, this drawback has virtually no effect in connection with typical sequences,
i.e., almost-uniform distributions. (Notice that for uniform distributions, all the
entropy measures are equal.)

Definition 6 A function E : {0,1}" x {0,1}¢ — {0,1}" is called a (¢',€')-
extractor if for any distribution P on {0,1}" with min-entropy H..(P) > §'N,
the variational distance of the distribution of [V, E(X, V)] to the uniform dis-
tribution over {0,1}+" is at most &' when choosing X according to P and V
independently according to the uniform distribution over {0, 1}.



The following theorem was proved in [17]. It states that there exist extractors
which distill virtually all the min-entropy out of a weakly-random source, thereby
requiring only a small (i.e., “poly-logarithmic”) number of truly-random bits.
Note that Definition 6, and hence the statement of Lemma 8, is formally slightly
stronger than the corresponding definition in [17] because it not only requires
that the length of the extractor output is roughly equal to the min-entropy of
the source plus the number of random bits, but even that these bits reappear
as a part of the output. It is not difficult to see that the extractors described
in [17] have this additional property.

Lemma 8 [17] For every choice of the parameters N, 0 < 61’ <1, andla’ >0,
there exists a (0',€')-extractor E : {0,1}N x {0,1}¢ — {0,1}8' N—2lesg(1/=)-0(1)
where d = O((log(N/e'))? log(8'N)).

Lemma 9, which is a consequence of Lemma 8, is what we need in the proof of
Theorem 2. The statement of Lemma 9 is related to Lemma 2, where universal
hashing is replaced by extractors, and min-entropy must be used instead of Rényi
entropy (see Figure 1).

H, (S| U=u) H.(S|U=u)
Universal Hashing | s ! Extractor ‘
S =G( | Eve'sinformation S =ESV) !
S1
<2%/In2 < plen® =
H(S | G, U=u) H(S |V, U=u)

Fig. 1. Privacy Amplification: Universal Hashing Versus Extractors

Lemma 9 Let d', A1, Ay > 0 be constants. Then there exists, for all sufficiently
large N, a function E : {0,1}"¥ x {0,1}¢ — {0,1}", where d < A;N and
r > (8" — A3)N, such that for all random variables T with T C {0,1}" and
H(T) > d'N, we have

H(E(T,V)|V) >r -2 V"""

(16)
Proof. Let &'(N) := 2=VN/1eg N Then there exists Ny such that for all N > N,
we have a (§',¢')-extractor E, mapping {0,1}*? to {0,1}", where d < A;N
(note that d = O(N/log N) holds for this choice of ') and r > (§' — Az)N.



By definition, this means that for a uniformly-distributed d-bit string V' and if
H.(T) > ¢§'N, the distance of the distribution of [V, E(T,V)] to the uniform

distribution Uy, over {0,1}4+" is at most &’ = 2-VN/log N Because
d([V, E(T, V)], Uasr) = By [d(E(T, V), U,)] < &

holds for uniformly distributed V', the distance of the distribution of E(T,v)
to the uniform distribution U, (over {0,1}") is at most v/z’ with probability at
least 1 — V&' over v, i.e.,

Py [d (E(T, V)’ U’r) < 2—\/ﬁ/2 log N] >1-— 2—\/ﬁ/2 log N . (17)
Inequality (16) follows from (17) in a straight-forward way. |

Lemma 3 gives an upper bound on the effect of side information on the
Rényi entropy of a random variable, and thus links information reconciliation
and privacy amplification with universal hashing. We now need a similar result
with respect to min-entropy H.. The proof of Lemma, 10 is straight-forward and
therefore omitted.

Lemma 10 Let X and Q be random variables, and let s > 0. Then with proba-
bility at least 1 — 27° (taken over ¢ € Q), we have Hyo (X) — Hoo (X|Q = q) <
log |Q| + s.

3.3 The Strong Secrecy Capacity C’_S(PYZ|X)

In this section we show that the definition of secrecy capacity in Csiszar and
Korner’s, hence also in Wyner’s, model can be strengthened similarly to the
weak and strong notions of secret-key rate: Not the rate, but the total amount
of leaked information is negligible. Note that an additional uniformity condition
is not necessary here since already the definition of Cg requires the key to be
perfectly-uniformly distributed. Theorem 2 is the main result of this section.

Definition 7 For a distribution Py z|x, the strong secrecy capacity Cs(Py Z1x)
is defined similarly to Cs(Py z|x), where the secrecy condition (15) is replaced
by the stronger requirement H(S|ZV) > K —¢.

Theorem 2 For all conditional distributions Pyz x, we have C'_S(PYZ|X) =
Cs(Pyzx)-

Proof. The idea of the proof is to repeat the (weak) key generation a num-
ber of times and to compute from the block of resulting weak keys a secure
string satisfying the stronger definition of secrecy capacity. More precisely, this
is done by information reconciliation as described in Section 2.2, and by privacy
amplification with extractors. Since the parties have, in contrast to the public-
discussion model, no access to a noiseless public channel, all the error-correction



and privacy-amplification information must be sent over the noisy channel speci-
fied by the conditional marginal distribution Py x(y,z) = ..z Pyz|x (¥, 2, ).
However, the use of extractors instead of universal hashing for privacy amplifica-
tion allows to keep the fraction of channel uses required for this communication
negligibly small. This is precisely what is needed for showing equality of Cs and
Cs.
Let R := Cs(Pyz|x). For a constant ¢’ > 0 and integers M and N to be
determined later, assume that the key-generation procedure, with respect to
the (weak) secrecy capacity Cs and parameters ¢’ and N, is repeated indepen-
dently M times. Let SM := [Sy,...,Sy] and (S")M = [S],...,S%,] be the
generated keys of Alice and Bob, respectively, and let K = [(R — &')N| be the
length of (the binary strings) S; and S.. From the fact that Prob[S; # S}] < €'
holds we conclude, by Fano’s inequality, H(S;|S}) < ¢'K + 1 for all i, hence
H(SM|(S")M) < M€K +1).

For constants A;, Ay > 0, we conclude from Lemma 1 that there exists an
error-correction-information function h : ({0,1}¥)M — {0, 1}[(1+A0)M("K+1)]
such that SM can be determined from (S')™ and h(S™) with probability at least
1 — A, for sufficiently large M. Hence [(1 + A;)M ('K + 1)] message bits have
to be transmitted over the channel Py x for error correction (see below).

According to the definition of the (weak) secrecy capacity Cs, we have
H(S;|ZN) > K(1 —¢€'). For § > 0, let the event F(J), with respect to the
random variables S and ZV, be defined as in Lemma 6. For every a > 0 we can

achieve, for arbitrarily large (fixed) N and M, MK - Prob[F(d)] < o and
Hoo(SMY(ZM)M = (MM, F(8)) > M(K(1—¢') - 26) +log(1 - 9) .

The reason is that the statement of Lemma 6 also holds for the min-entropy
H, instead of Hy. The proof of this variant is exactly the same because it is
ultimately based on uniform distributions, for which Hs and H., (and also H)
are equal.

Let us now consider the effect of the error-correction information (partially)
leaked to the adversary. According to Lemma 10, we have for s > 0 with proba-
bility at least 1 — 277

Hoo(SM|(ZM)M = (zM)M, n(SM) = h(s™), F (5))

M(K1—¢') —26) +log(1 — 6) — [(1 + A)M(E'K +1)] — s
ME(1 - As) (18)

vV 1V

for some constant Az that can be made arbitrarily small by choosing N large
enough, s := [log M, and A; as well as &' small enough.

Let now for constants A4, A5 > 0 and sufficiently large M an extractor
function E be given according to Lemma 9, i.e., E : {0,1}M¥ x{0,1}¢ — {0,1}"
with d < AyMK and r > MK (1 — A3 — As) such that, for § := E(SM,V) the
inequality

H(§|(ZN)M — (ZN)M,h(SM) — h(SM),V, F6) >r— 2—(MK)1/2—°(1)



holds for V uniformly distributed in {0,1}¢. Let S’ be the key computed in the
same way by Bob (where the random bits V' are sent over to him by Alice using
the channel Py x with an appropriate error-correcting code).

The resulting key S of Alice is now close-to-uniformly, but not perfectly-
uniformly distributed. Given the events F(J) and that inequality (18) holds, we
have H(3) > r — 2~ (MK)!/*7)

Let now, as in the proof of Lemma 7, S be the “uniformization” of S (the
random variable which is uniformly distributed in {0, 1}" and jointly distributed
with S in such a way that Prob[S # S] is minimized). It is clear that for any
Ag > 0, Prob[S # §] < Ag can be achieved for sufficiently large M.

Let us finally consider the number of channel uses necessary for commu-
nicating the information for information reconciliation and privacy amplifica-
tion. The number of bits to be transmitted is, according to the above, at most
[(14+A)M(E'K +1)] + AsMK. Tt is an immediate consequence of Shannon’s
channel-coding theorem (see for example [8]) that for arbitrary A7, Ag > 0 and
sufficiently large M, the number of channel uses for transmitting these messages
can be at most

MEK((14 Ay)e' + Ag)+ (1 4+ A)M 41
C(Pyx) — A7

(where C(Py|x) is the capacity of the channel Py x from Alice to Bob), keeping
the probability of a decoding error below Ag. Note that C(Py|x) > 0 clearly
holds when Cs(Pyz/x) > 0. (If C(Py|x) = 0, the statement of the theorem is
hence trivially satisfied.) Thus the total number of channel uses for the entire key
generation can be made smaller than M N (1 + Ag) for arbitrarily small Ag > 0
and sufficiently large N.

From the above we can now conclude that S is a perfectly uniformly dis-
tributed string of length r = (1 —0(1))RL, where L = (1+0(1))M N is the total
number of channel uses. Furthermore, we have by construction Prob[S' # S] =
0(1) and finally

H(S|z") = H(S) - I(S;Z%) > H(S) - I(5;Z") (19)

=p—2 (MK (975 L Prob[F(3)]) = r — o(1) .

The inequality in (19) holds because ZX — S — S is a Markov chain. Hence
the achievable rate with respect to the strong secrecy-capacity definition is of or-
der (1-0(1))R = (1-0(1))Cs(Py 7 x), thus Cs(Py z)x) = Cs(Py 7 x) holds. O

4 Concluding Remarks

The fact that the previous security definitions of information-theoretic key agree-
ment in the noisy-channel models by Wyner [18] as well as Csiszdr and Kérner [9]
and the correlated-randomness settings of Maurer [12] and Ahlswede-Csiszér [1]
are unsatisfactory was our motivation for studying much stronger definitions



which tolerate the adversary to obtain only a negligibly small amount of infor-
mation about the generated key. We have shown that in all these models, the
achievable key-generation rates with respect to the weak and strong definitions
are asymptotically identical. Therefore, the old notions can be entirely replaced
by the new definitions.
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