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Abstract. A pseudorandom permutation (PRP) is a (keyed) permutation which, under a
random key, can only be distinguished from a uniformly chosen permutation with negligible
advantage over random guessing by a computationally bounded distinguisher. This paper
considers the natural weakening of the PRP notion, called an e-PRP, where we only require
the advantage to be bounded by some non-necessarily negligible quantity e: It is a natu-
ral and fundamental question — which we consider in this paper and refer to as security
amplification — to efficiently construct a PRP from an e-PRP for any ¢ < 1.

The simplest approach is the cascade (i.e, sequential composition) of weak PRPs, but deter-
mining its security-amplifying properties is a long-standing open problem: To date, partial
results are limited to constant-length cascades [Luby and Rackoff (STOC ’86), Myers '99],
to the case € < %, or to alternative, less efficient, approaches tweaking the cascade [Maurer
and Tessaro (CRYPTO 2009)]. This paper closes this gap: we prove that the cascade of m
e-PRPs is an ((m — (m — 1)e)e™ + v)-PRP, where v is a negligible function. This implies
security amplification for all e < 1 — ﬁ, and the result extends to two-sided PRPs, i.e., to
the case where the inverse of the given permutation is also queried. Furthermore, we show
that the bound is essentially tight.

Our approach relies on the first hardcore lemma for computational indistinguishability of
interactive systems, which is our main technical and conceptual contribution, and is of
independent interest: For any two systems S and T, whose state does not depend on the
interaction, and which no efficient adversary can distinguish with advantage better than ¢,
we show that there exist events A and B on the choices of the respective states, occurring
each with probability at least 1 —¢, such that S and T are computationally indistinguishable
conditioned on these events. As a corollary of the lemma, security amplification for the
cascade follows from the fact, which we also prove, that for (essentially) all ¢ < 1 — %
the cascade of two independent (non-uniform) random permutations on an N-element set,
whose distributions have both min-entropy at least log(N!)—log ((1 — €)~1), is (information
theoretically) indistinguishable from a uniform random permutation.

Keywords: Foundations, Security Amplification, Computational Indistinguishability, Pseu-
dorandomness, Hardcore Lemmas, Block Cipher Cascading.



1 Introduction

1.1 DMotivation: Security Amplification of PRPs

The security of most block-cipher based cryptographic schemes relies on the unproven assumption that
the block cipher is a so-called pseudorandom permutation (PRP), i.e., a keyed family of permutations
E = {E}}rex on a set X such that no computationally bounded adversary (usually called a distin-
guisher) is able to decide correctly whether it is given access to Ex : X — X under a random secret key
K € K or to a uniformly chosen permutation X — X, except with a negligible advantage over random
guessing. Continuous progress in cryptanalysis casts however some doubt as to whether block-cipher de-
signs such as the Advanced Encryption Standard (AES) are indeed secure PRPs. It is therefore a prudent
approach, as well as a central question in theoretical cryptography, to investigate weaker assumptions
on a block cipher which are sufficient to efficiently solve a certain cryptographic task at hand.

A natural weakening of the PRP assumption, considered in this paper, is to only assume that the
best distinguishing advantage of a computationally bounded adversary is bounded by a quantity € < 1,
where ¢ does not need to be a negligible function, but may also be a constant or even a quantity
moderately converging to one as a function of the security parameter.! We consequently call a primitive
satisfying this assumption an e-PRP: Clearly, AES is much more likely to be a 0.99-PRP, rather than
a fully-secure PRP.

This paper considers the natural question of security amplification of PRPs, i.e., we ask for con-
structions transforming an -PRP into a fully secure one. Ideally, such a construction should am-
plify security for arbitrary ¢ < 1 and call the weaker block cipher as few times as possible (that is,
w(logn) - (log (1/¢))"" times for security parameter n). This is in the same spirit of the huge body
of literature on security amplification, initiated by Yao [46] in the context of one-way functions, and
extended to a number of other cryptographic primitives, including (but not limited to) regular OWF's
and OWPs [14, 17], two-party protocols [1,39,42,45,18, 16, 19, 4], key agreement and public-key encryp-
tion [10, 21, 23], and collision-resistant hash functions [3].

1.2 Our Result: Security Amplification of PRPs by Cascading

The most natural approach to strengthening a weak PRP E is to consider the cascade of length m which
outputs

By g (@) = (B 0+ 0 B, ) ()

on input x and for keys ki, ..., k,, (which are chosen independently), where o denotes the (sequential)
composition of permutations.

Despite its apparent simplicity, determining the security amplifying properties of the cascade has
been a long standing open problem. On the one hand, Luby and Rackoff [25] and Myers [35] showed that
the cascade of ¢ e-PRPs is a ((2 — )¢~ !e® + v)-PRP for any constant ¢, where v is a negligible additive
term, but this result is not sufficient to infer that a sufficiently-long cascade yields a fully-secure PRP
for a non-negligible €. On the other hand, Maurer and Tessaro [33] showed that the cascade of arbitrary
(polynomial) length m is a (2™~ 'e™ 4 v)-PRP, but this bound only implies security amplification for
e < % and is clearly not tight in view of the superior result for the constant-length case of [25,35]. This
leaves open the question of determining the exact behavior of the cascade of length m.

L Alternatives are restricting the type of interaction allowed by a distinguisher (e.g., by limiting it to non-adaptive or ran-
dom queries [38, 6, 31, 32]) or only requiring unpredictability of the block cipher output, rather than pseudorandomness
(ct. e.g. [8,9]).



OuUrR RESULT ON CASCADES. This paper closes this gap by providing an exact characterization of
the security amplification properties of the cascade: We prove that the cascade of m e-PRPs (with
domain X') is security amplifying for essentially any ¢ < 1 — ﬁ? In particular, we show that it is a
((m — (m — 1)e)e™ + v)-PRP, and the result extends to two-sided e-PRPs, where the inverse can also be
queried. We additionally prove our bound to be essentially tight. This result arises from the application
of new generic techniques in the context of security amplification, which we illustrate in the next section
at an informal level and which are of independent interest. It is our belief that they can potentially be
applied to a number other questions within the wider scope of complexity-theoretic cryptography.

FURTHER RELATED WORK. Other less efficient constructions of fully secure PRPs from e-PRPs exist:
Maurer and Tessaro [34] showed that XORing two independent keys at both ends of the cascade yields
an (¢ + v)-PRP. Moreover, similar results [36,7,33] are known for strengthening the security of pseu-
dorandom functions (PRF), where one drops the permutation requirement, but all these constructions
fall short of implementing a permutation when instantiated with a keyed permutation, and an extra step
(e.g., using [26]) is required to restore the permutation property. While these results may be considered
sufficient for many purposes, we feel that the security-amplification result of this paper is important
for at least two main reasons: First, we show that similar amplification properties are achieved with
better efficiency by the most natural construction. Second, settling the open question of determining the
security amplification properties of the plain cascade leads to the development of a new set of generic
techniques which promise to be applicable in other problems.

We also point out that cascades have also been studied in other contexts. A first line of research [11,
28,2, 12] has been devoted to studying generic attacks against the cascade of block ciphers. Furthermore,
security-amplifying properties of cascades have been previously studied in the information-theoretic
setting [44, 29, 30, 13] (i.e., with indistinguishability with respect to unbounded distinguishers), where,
to the best of our knowledge, all obtained bounds are not tight. Finally, a line of work showed that the
cascade of non-adaptively secure PRPs / PRFs is not an adaptively secure PRF / PRPs [37,40], unless
key agreement does not exist [41]. In particular, the statement has been shown to hold with respect to
computationally unbounded distinguishers [29, 30, 13].

1.3 Our General Paradigm: The Interactive Hardcore Lemma and High-Entropy
Permutations

A fundamental property of any two finite random variables X and Y (taking values from the same
range) is that it is always possible to define events .4 and B on them (by means of conditional probability
distributions P 4 x and Ppy) such that:

(i) X and Y are equally distributed conditioned on the respective events, i.e., P x|A = Pys;
(ii)) P[A] =P[B] =1—d(X,Y), where d(X,Y) is the so called statistical distance, which equals the
best advantage of a computationally unbounded distinguisher in distinguishing X and Y.

A computational version of this statement is due to Maurer and Tessaro [34], and was used to prove se-
curity amplification results for PRGs. In this paper, we take this approach one step further by presenting
a computational version of the above statement for discrete interactive systems.

CC-STATELESS SYSTEMS. More specifically, we consider the general class of interactive systems called
convez-combination stateless (or simply cc-stateless) [33], which includes a large number of cryptographic
systems. These systems have the property that the answer of each query can be seen as only depending

2 This restriction is necessary, as a permutation family with a fixed point (independent of the key value) is at best a
1- ﬁ)—PRP7 and the cascade obviously preserves such a fixed point. However, since efficient security amplification
cannot be achieved for such high € (m would be super-polynomial even assuming optimal security amplification), the
restriction is irrelevant.



on the input of this query and on an initial state, but does not depend on previous queries and their
answers. A simple example of a cc-stateless system is the system implementing a permutation Fx for
a keyed family of permutations {Ej}rex and a uniform random key K € K. A further example is
a uniform random permutation (URP) P : X — X, a system choosing a permutation P : X — X
uniformly at random, and answering each query x as P(x). Moreover, a randomized encryption scheme
where each encryption depends on the random key and some fresh randomness is also cc-stateless.

We stress that being cc-stateless is a property of the input-output behavior of a system, and not of
its actual implementation: An implementation using such an initial state may be inefficient (e.g., due
to the initial state being very large), but at the same time an efficient implementation of a cc-stateless
system may indeed be fully stateful. For example, an efficient implementation of a URP does keep
an interaction-dependent state and employs lazy sampling, returning for each new query a uniformly
distributed value among those not returned yet.

THE HARDCORE LEMMA Our main technical tool is the Hardcore Lemma (HCL) for computational
indistinguishability (Theorem 2): Informally, it states that if all computationally bounded distinguishers
only achieve advantage at most € in distinguishing two cc-stateless systems S and T, then there exist
events A and B, defined on the respective initial states of (the cc-stateless representations of) S and T,
such that the following holds:

(i) The systems S and T are computationally indistinguishable conditioned on the respective events
A and B.
(ii) Both events occur with probability at least 1 —e.

In addition, applications of the HCL typically require the ability to efficiently simulate S and T under
the assumption that the associated events A and B occur (or do not occur), possibly with the help of
some short (but not necessarily efficiently-samplable?) advice. In general, it is unclear whether this is
possible given any two events satisfying (i) and (ii), even if both systems are efficiently implementable.

As an illustrative example, let S = Fx and T = P, where K € K is uniformly distributed, F =
{Ek}rex an efficiently-computable family of permutations, and P is a URP, where all permutations
are on the n-bit strings. If E is an e-PRP, the HCL yields an event A defined on K and an event B
defined on a uniformly chosen permutation table P, both occurring with probability at least 1 — &, such
that Ex+ (for K’ sampled from Py 4) and a system P’ (implementing a permutation table P' sampled
from Ppyz) are computationally indistinguishable. While E- is efficiently implementable given K ' a
representation of P’ requires 2™ bits, and it is unclear how to define a short advice (i.e., with length
poly(n)) that can be used to efficiently simulate P’. To overcome this issue, we will show that one can
always find events A and B with the property that such advice exists as long as S and T are efficiently
implementable. This will be the major challenge in proving the HCL for the interactive setting.

The core of our proof is a tight generalization (Theorem 1) of Impagliazzo’s HCL [24] to the setting
of guessing a random bit given access to some interactive system whose behavior is correlated with the
bit value.

CASCADE OF PERMUTATIONS WITH HIGH MIN-ENTROPY. We briefly illustrate how the HCL is used to
prove our bounds for the cascade of e-PRPs. The main observation is that P’ as above has min-entropy
at least

N . 1 B ) P (8] " 1
Hoo(P') = log (mme[P’—ﬂ]) = log (II;IHP[P:W]-P[B‘P:TF]> > log (2™!) — log <1_€>,

i.e., at most log ((1 — f—:)_l) away from the maximal achievable min-entropy. Although this gap poten-
tially makes P’ easily distinguishable from a URP, we prove (Theorem 3) that the cascade of (at least)

3 Our main result is in the non-uniform setting, thus efficient samplability is not a requirement.



two such permutations is indistinguishable from a URP for computationally unbounded distinguishers
making at most an exponential number of queries and even when allowing queries to the inverse. (The
proof uses techniques from the random systems framework [27], and is of independent interest.)

The main security amplification result (Theorem 4) roughly follows from the observation that by the
above at least two (independent) permutations Fx, and E; (for i # j) in the cascade E, o- - -0 Ef,, (for
independent keys K1, ..., K,,) are computationally indistinguishable from P’, except with probability
€™ 4+ m(1 —€)e™ !, and in this case the cascade is computationally indistinguishable from a URP by
Theorem 3. The final bound follows from a more fine-grained analysis.

UNIFORM VS. NON-UNIFORM PROOFS. The results of this paper are formulated in a concrete, non-
uniform computational model. This simplifies the presentation considerably and helps conveying the
main ideas. Appendix F highlights the changes required in order to obtain uniform statements and
proofs.

2 Preliminaries

Calligraphic letters X', ), ... denote sets and events, upper-case letters X,Y ... random variables (with
expected values E [X],E[Y],...), and lower-case letters z,y, ... the values they take. Moreover, P[A] is
the probability of an event A (we denote as A its complement) and we use the shorthands Px(z) :=
P[X = I], PX\Y(‘T’y) = P[X = .73‘|Y = y]a PX.A|YB(I7y) = P[A/\X = LU‘B/\Y = y]a etc. AISO, PX7 PX|Y’
P ax|sy denote the corresponding (conditional) probability distributions,* and z & Py is the action of

sampling a value z with distribution Px. (We use x & S to denote the special case where z is drawn
uniformly from a finite set S.) The statistical distance d(X,Y") (or d(Px,Py)) of X and Y (both with
range S) is defined as d(X,Y) := $ > _o|Px(z) — Py(2)| = Doy (2)>Py (2) (Px (@) = Py (x)). Also,
recall that a function is negligible if it vanishes faster than the inverse of any polynomial.
COMPUTATIONAL MODEL. We consider interactive randomized stateful algorithms in some a-priori fixed
RAM model of computation. Such an algorithm keeps a state (consisting, say, of the contents of the
memory space it employs), and answers each query depending on the input of this query, some coin
flips, the current state (which is possibly updated), and (possibly) one or more queries to an underlying
system. It is also convenient to denote by A[o] the algorithm obtained by setting the state of A to o
(provided o is a compatible state), and then behaving according to A’s description. We say that A has
time complexity t4 (where t4 is a function N x N — N) if the sum of the length of the description
of A, of s, and the total number of steps of A is at most t4(q,s) for all sequences of ¢ queries, all
compatible initial states with size s, and all compatible interactions with an underlying system. We use
the shorthand t4(q) := ta(q,0). Furthermore, s4 : N — N is the space complexity of A, where s4(q) is
the worst-case amount of memory used by A when answering any ¢ queries.

SYSTEMS AND DISTINGUISHERS. This paper considers abstract discrete interactive systems [27], denoted
by bold-face letters S, T, ..., taking as inputs queries X1, Xo, ... and returning outputs Y7, Yo, .... Such
systems may be implemented by an interactive algorithm A (in which case we sometimes write A as
a placeholder for the system it implements to explicit this fact), but may also arise from an arbitrary
random process. The input-output behavior of the system S is fully described by the (infinite) family of
conditional probability distributions p)S/i Xiyi-1 (for i > 1) of the i-th output Y; given the first i queries
Xt = [X1,...,X;], and the first 4 — 1 outputs Y*~! = [¥7,...,Y;_1]. In general, every statement that
involves a system S holds for any realization of the system S, i.e., it only depends on its input-output
behavior. In particular, we say that two systems S and T are equivalent, denoted S = T, if they have
the same input-output behavior, i.e., p%xiyi_l = p}T/i|Xiyi—1 for all ¢ > 1. Moreover, we say that an
algorithm A implements the system S if A = S.

4 In particular, P x|y and P_4x|sy take two arguments corresponding to all possible values of X and Y, respectively.



A distinguisher D is a special type of system which interacts with another system S by means of
q queries and outputs a decision bit D(S) depending on their outputs: Its advantage in distinguishing
systems S and T is
AP(S,T):=|P[D(S) =1] - P[D(T) =1]|.

Moreover, A4 (S, T) is the best distinguishing advantage AP (S, T) over all g-query D, whereas A¢ 4(S, T)
is used when the maximization is restricted to distinguishers implemented by an algorithm with time
complexity .

STATELESS SYSTEMS. A system S is called stateless if the i-th answer Y; only depends on the i-th query
X, i.e., there exists pg‘X such that p%lxiyi_l(yi,xi,yi_l) = p?/‘X(yi,fL‘i) for all i > 1, 2° = [x1,..., 24,
and y* = [y1,...,yi]. Furthermore, S is convez-combination-stateless (or simply cc-stateless) [33] if there
exists a system T(-) accessing a random variable S (called the initial state) such that S = T(S) and
T(s) is stateless for all values s taken by S. To save on notation, we usually write S(-) instead of T(-),
but we stress that S(-) and S are different objects, despite their notational similarity. We refer to S(S5)
as the cc-stateless representation of S.

It is crucial to remark that being cc-stateless is a property of the input-output behavior of a system:

Its (efficient) implementation may well be stateful, and its cc-stateless representation may be completely
inefficient (e.g., because the description of the initial state is even too large to be processed by an efficient
algorithm).
RANDOM FUNCTIONS AND PERMUTATIONS. A system F taking inputs from a set X and returning
outputs in Y is a random function X — ) if for any two equal queries X; = X; we have Y; = Y for the
respective answers. Furthermore, if X = Y, it is called a random permutation if X; # X; also implies
Y; # Y;. Typical (cc-stateless) examples are uniform random function (URF) R : X — Y, which answers
according to a uniformly chosen function X — ), a uniform random permutation (URP) P : X — X,
implementing a uniformly chosen permutation X — X, or Fx for a permutation family {Ey}rexc and a
random K € K.

The initial state of a cc-stateless random function F can always be seen without loss of generality
as a (randomly chosen) function table F' according to which F answers its queries, and usually write
F(z) instead of F(x). In particular, the inverse Q! of a cc-stateless permutation Q is well-defined,
and (Q) is the two-sided random permutation which allows both forward queries (z, +) returning Q(x)
as well as backward queries (y, —) returning Q~!(y). The cascade Q' > Q" of two random permutations
is the system which on input x returns Q”(Q/(z)), i.e., it implements the composition of the associated
permutation tables. (This extends naturally to longer cascades.) Note in particular that for any cascade
we have Q1 > --- > Q,, = P whenever there exists ¢ such that Q; = P for a URP P. Moreover, we let
(@) > (Q") = (@' > Q).

An efficiently implementable family of permutations F = { E} }rei with domain X' and indexed by
keys k € K is an e-pseudorandom permutation (e-PRP) if Ay 4(Ek,P) < € for all polynomially bounded
t and ¢, a uniform K € KC, and a URP P. It is a two-sided e-PRP if (Fk) is efficiently implementable
and A, ,((Ek), (P)) < ¢ for all polynomially bounded ¢ and g.

3 Hardcore Lemmas for Interactive Systems

3.1 System-Bit Pairs, Measures, and State Samplers

We consider the general setting of system-bit pairs [33] (S, B) consisting of a bit B (with an associated
probability distribution Pg), and a system S = S(B) whose behavior depends on the outcome of the
bit B. A system-bit pair (S, B) is to be interpreted as a system which parallely composes S and a
correlated bit B (which is initially chosen, before any interaction with S has taken place). The notion



of a cc-stateless system-bit pair (S(S), B(S)) is obtained naturally. Also, an implementation Ag p) of
a system-bit pair (S, B) is without loss of generality an algorithm which outputs the bit B and then
simulates the system S(B).

We associate with every system-bit pair (S, B) a game where an adversary A interacts with S(B)
and outputs a binary guess A(S(B)) € {0,1} for B: Its guessing advantage is defined as the quantity

Guess®(B|S):=2-P[A(S(B)) = B] -1¢€[-1,1].

If Guess®(B|S) = 1, then A always guesses B correctly, whereas Guess®(B|S) = —1 means that
A is always wrong (though flipping A’s output bit yields an adversary which is always correct.) The
shorthand Guess; ,(B|S) denotes the best guessing advantage taken over all adversaries with time
complexity ¢ and issuing at most ¢ queries to S.

Ezample 1. An example is the (cc-stateless) system-bit pair (R, B) for a URF R : X — {0,1} and
B := @& cxR(x) is the parity of its function table. It is easy to see that Guess,(B|R) = 0 for all
q < |X|.

Ezample 2. If (F, B) is such that B is uniform, and F behaves as a system S if B = 0, and as another
system T if B = 1, then Guess?(B|F) = AP(S,T) for all D by a standard argument. Note that if
both S and T are cc-stateless, then (F, B) is also cc-stateless.

MEASURES. A measure M for a cc-stateless system S = S(S), where S € S is the initial state, is a
mapping M : § — [0, 1]. Its density is defined as (M) := E[M(S)] = > .5 Ps(s)-M(s). The measure
M is naturally associated with a probability distribution P on S such that Pa(s) := Pg(s) - M(s) -
u(M)~! for all s € S. Also, we define the complement of a measure M as the measure M such that

M(s) :=1— M(s) for all s € S. We repeatedly abuse notation writing S ¢~ M instead of S < P .

Traditionally, measures are seen as “fuzzy” subsets of S. Alternatively, it is convenient to think of
M in terms of a conditional probability distribution P 4/ with P 4/5(s) := M(s) which adjoins the event
A on the choice of S: In particular, (M) = P[A], P = Pg|4, and Pgz = Pg7. In the following, we
stick to measures for stating and proving our hardcore lemmas, while an event-based view will be useful
when exercising these results.

STATE SAMPLERS. Ideally, the hardcore lemma for a cc-stateless system-bit pair (S, B) = (S(S), B(S))
(for initial state S € S) states that if Guess,4(B|S) < ¢, then there exists a measure M on S such
that (i) w(M) > 1 — € and (ii) Guessy o(B(S’)|S(S5")) ~ 0 for S’ & M and t',¢ as close as possible
to t,q. Whenever S(S) is a random variable, this is equivalent to (a tight) version of Impagliazzo’s
Hardcore Lemma [22]. However, applications of the hardcore lemma (as the one we give later in this
paper) require the ability, possibly given some short advice, to efficiently simulate (S(S’), B(S)) for

" & M or (S(S”),B(8")) for $” & M.? While in the context of random variables the advice is
generally a sample of S’ itself, this approach fails in the setting of interactive systems: Recall that the
representation (S(5), B(S)) is possibly only a thought experiment, and the description of S’ may be
of exponential size, or no efficient algorithm implementing (S, B) from S’ exists, even if the system-bit
pair itself is efficiently implementable.

To formalize the concept of an advice distribution, we introduce the notion of a state sampler for a
cc-stateless system (such as e.g. a system-bit pair).

Definition 1 (State Samplers). Let S = S(S) be a cc-stateless system with implementation Ag and
SeS, let (1,02 €[0,1], and let M : S — [0,1] be a measure for S. A ({1, (2)-(state) sampler O for M
and Ag with length ¢ is a random process O such that:

® Formally, one actually needs to prove that Guess, ,(B(S’)|S(S’)) = 0 holds even given access to the advice: While

this is implicit in the non-uniform setting (every adversary with advice can be turned in an equally good one without
advice), the proof is more challenging in the uniform setting, cf. e.g. [21] and Appendix F.



(i) O always returns a pair (o, z) with o being a valid state for Ag with |o| < ¢ and z € [0, 1];
(ii) For (£,7) < 0, we have®
(As[Z], Z) = (8(5), Z'(9)),
where Z'(S) € [0,1] is a random variable (which only depends on S) which differs from M(S) by
at most (1, except with probability (2, for any value taken by S.

Ezample 3. For all implementations Ag of S, the all-one measure (i.e., Py = Pg) admits an error-less
sampler O which returns the initial (void) state for Ag and z = 1. We will see further examples of state
samplers in the proof of Theorem 1 below.

Note that O is not required to be efficiently implementable. State samplers allow for efficient simulation
of S(9’) for S’ & M: Given the output (X, Z) sampled from a ({1, (2)-sampler O, we flip a coin B with
Pp(1) = Z: Consider the distribution Pxip=1 of X conditioned on the outcome B = 1. If (1 = (2 =0,
it is not hard to verify that Ag[X'] = S(9') for X/ & Pxip=1 and S’ & M. This is because, by
definition, we have (Ag[X],Z, B) = (S(S), M(S), B’), where B’ is a bit which is 1 with probability
M(S), and thus in particular Ag[X’] = S(S') where S’ <& Psip/=1. However, since Pp/g(1,s) := M(s)
and Pp/(1) := > .5 Ps(s) - M(s) = (M),

Psip/(s,1) = M(s) - Ps(s) - (M) ™" = Pu(s).

Of course, one can similarly simulate for S” & P+, as we obtain a corresponding sampler by just
replacing z by 1 — z in the output (o, z). This approach can be extended to non-zero errors ¢; and (s.

3.2 The Hardcore Lemma for System-Bit Pairs

In the following, for understood parameters 7, €, (1, and (3, we define
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We now state the HCL for cc-stateless system-bit pairs. Even though we apply the result only in a more
restricted setting, we prove a more general statement for arbitrary cc-stateless system-bit pairs.

Theorem 1 (HCL for System-Bit Pairs). Let (S, B) = (S(S), B(S)) be a cc-stateless system-bit
pair admitting an implementation Ag gy with space complexity SAs.p)- Furthermore, for some integers
t,q >0 and some € € [0,1),

Guess; 4(B|S) <e.

Then, for all 0 < (1,{o <1 and all 0 < v < %, there exists a measure M for (S, B) with u(M) >1—¢
such that the following two properties are satisfied:
(i) For 8" & M, t' :=t/phe, and ¢’ = q/he,
Guessy o (B(S') | S(5")) < 7.

(ii) There exists a (C1, C2)-sampler for M and A(g gy with length SAws.p) (Vheq'). Moreover, if (S(s), B(s))
is deterministic for all s, then there also exists a (0,0)-sampler for M and A gy with length
SA(s,B)((7 ) 7_2 (1- 5)_3 +1)- q/)'

In the remainder of this section, we outline the proof intuition, while the full proof is postponed to
Appendix C.1. We refer the interested reader to Appendix B for an example application in the most
general setting where only a sampler with non-zero error is given by the theorem.

6 That is, we consider the parallel composition of a system (either Ag[X] or S(S)) and a correlated [0, 1]-valued random
variable.



PROOF OUTLINE. The proof is by contradiction: We assume that for all measures M with u(M) > 1—¢
admitting a ({1, (2)-sampler as in (ii), there exists an adversary A with time complexity ¢’ and query

complexity ¢’ such that Guess®(B(S)|S(S’)) > v for §' & M. The core of the proof consists of
proving that, under this assumption, there exists a sufficiently small family of adversaries A (more
specifically, |A| = 7-~v72- (1 — )73 + 1) such that either (A) a(S) > v holds with probability higher
than 1 — 152 over the choice of S, where a(s) := E [GuessA/(B(s) | S(s))} for all s, where A’ & A, or

(B) E[a(S")] > © ((1 — £)*y) for all measures M with density 1 — & and 5’ & M.

In Case (A), a simple majority-voting based strategy yields a good adversary breaking the assumed
hardness of (S, B), whereas in Case (B) such an adversary can be built from A using techniques similar
to the case of random variables [24,21]. Both adversaries heavily rely on the cc-stateless property of
(S, B).

The existence of an appropriate family A is shown by means of an iterative process, similar to the
ones used by Impagliazzo [24] and by Holenstein [21]: We associate with each family A and 7 € N a
measure M 4, such that elements for which A is worst, i.e., Na(s) < 7, are given high weight (i.e.
M -(s) = 1), whereas elements for which A performs well, i.e., N4(s) > 7+ ﬁ, are not chosen
(Ma-(s) = 0). An intermediate measure value is assigned to states not falling into one of these two
categories. In particular, My, is the all-one measure (i.e., P4 equals the state distribution Pg), which
has density 1 > 1 —e. A crucial property, which we show, is that M 4 ; always admits an ((1, (2)-state
sampler for all A and 7. We then consider the following iterative process: It starts with A := ) and then,
at each round, it possibly increases 7 to ensure that (M4 ,) > 1 — ¢ and then uses the assumption of
the HCL being wrong to find an adversary achieving advantage larger than « for M 4 -, and adds it A.
We prove that within 7-~v72- (1 —¢)~3 + 1 iterations A satisfies (A) or (B).

Remark 1. A natural question is whether the HCL can be extended to arbitrary system-bit pairs, where
the measure is defined on the randomness of the implementation of the system-bit pair, regardless of
the system having a cc-stateless representation. Yet, techniques similar to the ones used in counter-
examples to soundness amplification for interactive arguments via parallel repetition [1,42] yield (non
cc-stateless) efficiently implementable system-bit pairs for which, given multiple independent instances
of the system-bit pair, the probability of guessing all of the bits given access to all of the associated
systems in parallel does not decrease with the number of instances. If such a a general HCL were true,
then it is not hard to prove that the guessing probability would decrease exponentially in the number
of instances. We postpone a discussion to a later version of this paper.

3.3 The Hardcore Lemma for Computational Indistinguishability

This section presents the hardcore lemma for computational indistinguishability of interactive systems.
In particular, this result generalizes the statement for random variables previously shown in [34].

Theorem 2 (HCL for Computational Indistinguishability). Let S = S(S) and T = T(T) be cc-
stateless systems, with respective implementations Ag (with space complexity sag) and At (with space
complezity say ). Furthermore, for some integers t,q > 0 and some € € [0,1),

Anq(s, T) <e.

Then, for all 0 < (1,02 <1 and all 0 <~ < %, there exist measures Mg and My such that p(Msg) >
1 —¢e and p(Mm) > 1 — € and the following properties hold:

(i) For S’ E Mg, T & My, t = t/¢ne, and ¢’ == q/ne, we have

Ap ¢ (S(8), T(T")) < 2v;



(it) There exist a (C1,(2)-sampler Og for Mg and Ag with length sag(Ync - ¢') and a (¢i,(2)-sampler
Ot for Mt and At with length say(Yhe-q'). Furthermore, if both S and T are random functions,

then both samplers can be made error-less with lengths sag(¢ - ¢') and sap (Y - ¢'), where ¢ =
772 (1—-¢)341.

We postpone the full proof to Appendix D, which relies on Theorem 1, and only present the main ideas
in the following. Furthermore, we state a uniform version of the theorem in Appendix F.

PrROOF SKETCH. We define (F, B) = (F(X, B), B) to be the cc-stateless system-bit pair with a uniform
random bit B and where F behaves as S if B = 0 and as T if B = 1. In particular, the initial state
(X, B) of (F,B) is sampled by first letting B & {0,1}, and then choosing X & Pgif B =0 and
x & Pr otherwise, and

(00 B0 = () iy

By a standard argument A, 4(S, T) = Guess; 4(B | F) < € holds (also cf. Example 2), and Theorem 1 thus
implies that there exists a measure M for (F, B) such that p(M) > 1—¢, and Guessy (B’ |F(X')) <7,
where (X', B') & M, t' = t/¢he, and ¢ = q/@he. Define Mg(s) := M(s,0) and M (t) := M(t,1), and
note that

1 1

Prop(5,0) = 5o “Ps(s) - Ms(s) and Poopy(t,1) = s

-Pr(t) - Mx(t). (1)

If B’ were uniformly distributed (i.e., >, Px/p(s,0) = >, Pxp/(t,1) = 3), we then would have
w(Msg) = p(Mt) = u(M) > 1 —¢€ by (1), and (X', B") could be sampled by choosing B’ uniformly,

and letting X' = 8’ & Mg if B’ =0, and X’ =T & Mo if B’ = 1. This would also yield
Ay g (S(S"), T(T")) = Guessy ¢ (B'|F(X')) <,

concluding the proof. The main challenge in the full proof (cf. Appendix D) is dealing with the fact
that B’ is generally only ©(v)-close to uniform.

Remark 2. Theorem 2 can be seen as a computational analogue of Lemma 5 in [30], which shows a similar
property for information-theoretic indistinguishability (i.e., with respect to computationally unbounded
distinguishers). Theorem 2 can of course also be used in the IT setting, and it is somewhat stronger in
that it yields events defined on the initial state of the system, instead of interaction-dependent sequences
of events as in [30]. However, Lemma 5 in [30] holds for arbitrary systems and presents a tight reduction
with ¢’ = ¢ and no additive term v, which we do not know how to achieve in the computational setting.

CONNECTION TO COMPUTATIONAL ENTROPY. Let Q be a cc-stateless random permutation on X’ (with
N := |X|) with function table @} and such that A;,(Q,P) < ¢ for a URP P. Theorem 2 yields
events A on @) and B on a uniform permutation table P such that P[A] > 1 —¢, P[B] > 1 —¢, and
Ap ¢ (Q',P') < v, where Q' and P’ are cc-stateless random functions with function tables @’ & Pola

and P’ & P p|s, respectively. In particular, Pp/(7) = PP(F)P'%‘P(F) < (1_6)1,(]\”)

and the min-entropy Hoo (P') := —log max, Pp/(7) is at least log(N!) —log ((1 — £)~1). Informally, this
can be interpreted as the fact that @) has “computational” min-entropy at most log ((1 — 5)_1) away
from the maximal achievable entropy log(N!) with probability 1—¢.” Clearly, the statement also extends
to the two-sided case as well as to other types of systems.

for all permutations 7,

7 We stress, however, that the distribution P’ depends on t, ¢, as well as on 7.



Remark 3. Another useful fact is that P’ has statistical distance € from P. This can be shown using the
fact that the distribution of P’ is a convex combination of flat distributions over subsets of size at least
(1 —¢)- (N"): As each such distribution is e-away from uniform, the bound follows from the convexity
of the statistical distance. Therefore A ,(P',P) < A ,((P'),(P)) < d(P’, P) < ¢ for any t,q.

4 Cascade of Weak Permutations

4.1 Cascade of Permutations with Large Entropy

Let Q; and Qg be two independent cc-stateless random permutations on the set X (with N := |X|) with
the property that the min-entropies of their respective function tables @1 and Qg satisfy Hoo(Q1) >
log(N!)—log ((1 — &)™) and Hoo (Q2) > log(N!)—log ((1 — &)~ !) for somee € [0,1 — %) We prove that
the cascade Qi > Q2 is indistinguishable from a URP P for computationally unbounded distinguishers,
both in the one- and in the two-sided cases.

Theorem 3 (Cascade of Large-Min-Entropy Permutations). For all ¢, A > 1,

A4(Q1 > Q2. P) < A, ((Q1 > Qo) (P)) < M + 20 4 2 (‘““1‘”) gy

The same bound applies to any cascade Q> - ->Q),, of m independent cc-stateless random permutations
such that Q; = Q; and Q; = Q: for some i < j, as such a cascade can be seen as the cascade
of two permutations Q; := Q| > - > Qj and Qy := Q/; > --- > Q/, with the same min-entropy
guarantees on their function tables. The theorem allows free choice of A: For our purposes, it suffices
to set A := (logN)¢ (for a slowly growing ( = w(1l) in the security parameter log N) to achieve
indistinguishability for ¢ = poly(log N') queries and any ¢ < 1 — %.

The core of the proof (given in Appendix E) is a lemma stating that (Q;) (for i = 1,2) is indis-

tinguishable from a random permutation <(Qi)ﬁi> which is initialized by letting a carefully-chosen

distinguisher D; (making A queries) interact with (Q;), and then answering queries according to a
randomly chosen permutation consistent with D;’s interaction. (This extends a previous result by Un-
ruh [43] to random permutations.) We employ tools from the random systems framework [27] (including
a new lemma) to prove that the cascade of two independent such permutations is indistinguishable from
a URP.

4.2 Security Amplification of Weak PRPs

Let Q be a cc-stateless random permutation with domain X' (for N := |X'| = 2", where n is the security
parameter) such that (Q) is implemented by the algorithm A qy with time complexity ¢4 @ and space
complexity s, . We also consider the canonical (efficient) implementation of a two-sided URP (P) that
maintains a table consisting of all input-output pairs (z;,y;) of previous queries as its state, and, upon a
new query (x,+) or (y, —), it chooses uniformly at random a 3y’ (or z’) not appearing as the second (first)
element in a previous input-output pair, and adds (z,y’) (or (2/,y)) to the table. (If a corresponding
pair is in the table, it answers accordingly.) Thus each query is answered in time O(log(s)), where s is
the size of the table, and s = O(q - n) after ¢ queries.
The following is the main security amplification result of this paper.

Theorem 4. Let Qq,...,Q,, be independent instances of Q and let P be a URP, and assume that for
some t,q we have Ay 4((Q),(P)) <e. For ally>1 and A > 0,

1
M " 7 -1 2
Apr g ((Qu B>+ Q) (P)) < (m— (m—1)e) e 4 24 4 200D 19 (‘“g(ﬁ))) +(2m+2)y
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where t" = t/ppe — (m — 1) max {tA<Q> (q", 54, (4" 1)), O (¢"og(q" - (¥ + 1)n)>} and ¢" = q/phe for
Yi=T-72-(1—¢)2+1 and ppe as in Theorem 2.

Essentially the same result can be proven for the single-sided case. The proof of Theorem 4 follows the
intuition that, with very high probability, at least two permutations in the cascade are computational
indistinguishable from random permutations with high-entropy, allowing application of Theorem 3.
Extra work is required to prove a non-trivial bound for the case where at most one permutation is
guaranteed to have high-entropy. We postpone a proof of the tightness of these bounds to Section 4.3.

Proof. Theorem 2 implies that we can define (two-sided) random permutations (Q'),(Q"), and (P’)
such that the following three properties hold for some p < e: (i) The function table of (P’) has min-
entropy at least log(N'!) —log ((1 — &)™), (ii) (Q) behaves as (Q’) with probability 1 — p and as (Q")
with probability p, and (iii) Ay o ((Q'),(P’)) < 2y for t' := t/ppc. Furthermore, (Q’) and (Q”) can
both be perfectly implemented using A q) initialized with some appropriately distributed state of length
at most sa,q (¢" - ) given as advice. Similarly, (P’) can be simulated by running the above canonical
algorithm initialized with an appropriate state of length O(q” -1 -n). (See the discussion in Section 3.1.)
Additionally, for Z C {1,...,m}, let A; be the event that (Q;) behaves as (Q') for all i € Z whereas
(Qi) behaves as (Q”) for all i ¢ 7. Likewise, for independent instances (Q;) and (Q) (for i =1,...,m)
of (Q) and (Q"), respectively, let Q7 :=S; > -+ > Sy, where S; := Q/ for all i € Z and S, := QY for
all i ¢ T
We now fix some distinguisher D with time complexity ¢ and making ¢” queries, and we first observe
that
Qs Q) P = S ar-dP(Qa) . (P)), 2)

Ig{177m}

where 6P (F,G) := P[D(F) = 1] - P[D(G) = 1] and ¢z := P [Az] = (1 — p)l . p— 21,

We first upper bound the summands corresponding to sets Z with at most one element. To this end,
for all ¢ = 1,...,m, we define the distinguisher D; which, given access to a two-sided random permu-
tation (S), outputs D(<Q’1’ >--->Qf  >S>QY > > Q;’n>): Note that D; can be implemented
with time complexity t” + (m — 1)ta q, (¢, 84,4, (¥ - ¢')) < t' given the appropriate advice.

We have &/ := §P:((Q'), (P)) = sP:((Q"), (P")) + 6P:((P),(P)) < 27y + &, where the bound on
the first term follows from the hardcore lemma (for every fixed value of the advice), whereas the
bound on the second term follows from the fact that 6P ((P’), (P)) < ¢ (cf. Remark 3). Additionally,
SPi((Q),(P)) = (1—p) -8l +p- 67 < e with 67 := 6P ((Q"), (P)) by the indistinguishability assumption
on (Q) and the fact that ¢ < ¢. Using the fact that (Q} > > Q! >P>Qf,, >--->Ql) = (P),
we obtain 0 ((Qy) , (P)) = 6/ and 6°((Qqyy) , (P)) = 0} for all i € {1,...,m}, and thus

> 0z 8PQD) BN =Y o P (1) 8]

|Z|<1 i=1
< max {p™-&'+m-p™ - (1-p)-5}.
ie{1,....,m}
However, for all ¢ € {1,...,m}, we combine all of the above observations to obtain

PO +mp™ T (L= p)8 = p" T (6] + (1 =)o) + (m — 1)p™ T (1 - p)g;
<p" e 4 (m—1)p" (1 —p)e+2y
<eM4+(m—1)"(1—-¢e)+2y="(m— (m—1)e) + 27,
where we also have used p < ¢ and the fact that p™ + (m — 1)p™~1(1 — p) grows monotonically for

p € [0,1].
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To bound the remaining summands of Equation (2), we use a standard hybrid argument. Let
(P}),...,(P!) be independent instances of (P’). For given Z (with |Z| > 2) and i € {0,...,m},
we define Qz; as the cascade Sy > -+ > Sy, where S; = QJ if j ¢ Z, S; = P} if j € T and j < i and
S;:==Qj if j € Z and j > 4. Then,

m

P((Qz), (P) =D 62((Qzi1),(Qzs)) + 6°((Qz.m) , (P)).

=1

Let D] be the distinguisher which outputs D((S;>--->S;—1 >S> S;11>--->S,,)) given access
a system S € {(Q'),(P’)}, with S; defined as above, but simulated using the corresponding im-
plementations of (Q) and (P), as well as appropriate advice: In particular, its time complexity is
t"+(i=1)-0 (¢"log(q" - (¢ + 1)) +(m—i+1)-ta (¢ 54, (¥¢)) < and thus 6°((Qzi-1) , (Qz)) =
§P:((Q'), (P")) < 2v by Theorem 2 and the fact that this holds for all values of the advice. Finally, as
|Z| > 2 and for all j € Z the function table of <P;> in the cascade (Qz,,) has min-entropy at least

log(N!) —log ((1 —€)~1), we can bound 6P ((Qz,n) , (P)) using Theorem 3. We conclude the proof by
noticing that 6y ¢ ((Q1 > - > Qm),(P)) = Ap ¢ ((Q1 > - > Q) , (P)). O

This in particular yields the following corollary, by applying the above argument to all v = 1/p
(for some polynomial p in n) and to all polynomially bounded ¢, ¢, and by choosing an appropriate
A= ne);

Corollary 1. If E = {Ex}kek is a (two-sided) e-PRP fore < 1— ﬁ for security parameter n), then
for any m = poly(n) the cascade {Ey, o---0Ek, }i,.. knek is a (two-sided) (€™(m— (m—1)e)+v)-PRP
for some negligible function v, where o denotes permutation composition.

4.3 Tightness

Let £ < 1 — 27" be such that log (1 —¢)™!) € {1,...,n}. Let Q: {0,1}" — {0,1}" be the cc-stateless
random permutation which initially chooses B € {0,1} with Pp(0) = €. If B = 0, then Q behaves as
the identity permutation id, whereas if B = 1 it behaves as a uniformly chosen permutation @’ with the
constraint that the first log ((1 — 5)_1) bits of Q'(0™) are all equal to 0. Clearly, it is possible to give an
efficient stateful algorithm implementing Q (or (Q)) by using lazy sampling.®

In the following, let P : {0,1}" — {0,1}" be a URP, and let Qy, ..., Q,, be independent instances
of Q. We prove the following two statements:

(i) For all distinguishers D we have AP((Q), (P)) < ¢, regardless of their computing power.
(ii) There exists a constant-time distinguisher D* making one single forward query such that

1

AD*(Ql D'.-[>Qm,P) :AD*(<Q1 D"'DQm>7<P>) > (m_ (m_l)s)gm_ﬁ'

These two facts imply that the bound of Theorem 4 cannot be substantially improved, even if allowing
a huge security loss (i.e., t" << t and ¢ << ¢). This in particular extends to arbitrary m a previous
tightness result given by Myers [35] for the special case m = 2.

® Also, from any PRP E = {Ej }re(0,1}» with n-bit string domain, a permutation family £’ = {E,’c,}k,g{oyl}log(l/gwn which
is computationally indistinguishable from Q under a uniform (log(1/e) + n)-bit random key can be defined as follows:
For all k' € {0,1}"°5("/<) and k € {0,1}", let B, (2) := x if &' = 06/ and Ej, |, = Ex(z) & B (0™) hog((1-2)-1)

otherwise, where z|, i sets the last n — r bits of = to be 0 (and leaves the first » unchanged) and || denotes string
concatenation.
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Q 1S A TWO-SIDED e-PRP. In the following, let @ and P be random variables representing the distri-
butions of the permutation tables of Q and P, respectively. There are (1 — £)(2"!) permutations 7 for
which the last log ((1 —)™") bits of 7(0™) all equal to 0, and the identity id is one such permutation.
Hence,

—_
—

PQ(id):E—F(l—S)'(l_E)(Qn!):E—F;n!Z ﬁzpp(id).
For all 7 # id, we have Pg(m) < (1—5)-% = 541 = Pp(m). This yields AP ((P),(Q)) < d(P,Q) =
Po(id) — Pp(id) = € for all distinguishers D.
LoOwWER BOUND FOR DISTINGUISHING THE CASCADE. We define D* as the distinguisher querying 0" and
outputting 1 if and only if the first log ((1 — 6)*1) bits of the resulting output are all 0, and outputting
0 otherwise. It is easy to verify that P[D*(P) = 1] = 9~ log((1=0)7") — 1 e, as the output of P on input
0™ is a uniformly distributed n-bit string.

Denote as B; the bit B associated with the i-th instance Q;, and let Az for Z C {1,...,m} be the
event that B; = 1 foralli € Z and B; = 0 for all i ¢ Z. Furthermore, let £ be the event that Az occurs for
some Z with |Z| < 1. Clearly, P [£] =™+ m(1 —€)e™ ! and P [D*(Q1 > - > Q) = 1| &] =1, since
Q1> -->Q,, under £ behaves either as the identity or as Q', and in both cases the first log ((1 — 5)_1)
output bits are all 0.

Assume that Az occurs for 7 with k := |Z| > 2, and let Qf,..., Q). be independent random permu-
tations answering according to . Then P [D*(Q1 > -+ > Qp) = 1| Az] =P [D*(Q| > --- > Q}) = 1].
Note that for any input z # 0™ the probability that the first log ((1 — 5)_1) output bits of Q) (z) are
all 0 is exactly 1 — ¢, whereas the probability that Q) is invoked on 0" is at most m (as regardless
of the input, the output Q) _, is uniformly distributed on a set of at least size (1 —¢)2"), and therefore

1

(1-g)=1-c—o,

P[D*(QED"'DQ;@):H > <1—<1_1€)2n>

and therefore we also have P [D*(Qq >+ > Qp) =1|&] > 1 —¢ — 5, from which we conclude

AP Q> >Qn,P)>PDY Q> > Q) =1] — P[D*(P) = 1]

=PE]-PD(Qi>->Qn)=1[E]+(1-P[E])-PD(Qi>>Qp)=1|E] - (1—¢)
—PIE] 1+ (1-PlE) (1—5—21“)—(1—5)2P[8]-5—21n

1 1

> ™t 4 m(l —e)e™ — om = (m —(m —1)e)e™ — .

5 Conclusions and Open Problems

This paper has presented the first tight analysis of the security amplification properties of the cascade of
weak PRPs, both in the one- and two-sided cases. Our main tool is a hardcore lemma (Theorem 2) for
computational indistinguishability of discrete interactive cc-stateless systems. It is our belief that the
generality of this result makes it suitable to the solution of a number of other problems. For instance, an
interesting problem is whether parallel and deterministic security-amplifying constructions for arbitrarily
weak pseudorandom functions exist. To date, the best known constructions are either randomized [36,
33], or only work for moderately weak PRFs [7,33]. Also, quantitative improvements of our results
should also be of interest. One may try to minimize the length of the state output by the state sampler
or to improve the bound of Theorem 3.

We stress that we have followed one possible path to generalize the hardcore lemma to the setting
of interactive systems, tailored at applications in the context of secret-key primitives. It is a meaningful
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question to investigate whether alternative approaches are possible which would be applicable to other
areas, such as security amplification of two-party protocols, where in particular no repetition is allowed
within the reduction.
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in Theory

Tail Estimates

The following well-known result from probability theory [20] is repeatedly used throughout this paper.
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Lemma 1 (I-Eeffding’s Inequalities). Let Xi,..., X, be independent random variables with range
[0,1], and let X := é £ 1 X,. Then, for all e >0 we have

In particular,

B An Example: The XOR Lemma for System-Bit Pairs

In this section we provide a self-contained proof of a generalization of Yao’s XOR Lemma [46, 15] to
system-bit pairs: Namely, given m multiple instances (S1, B1), ..., (Sm, Bm) of a cc-stateless system-bit
pair (S, B) = (8(5), S(S)) with the property that Guess,4(B|S) < ¢, we prove that given access to all
of S1,...,Sy, in parallel’ (we denote the parallel composition as Sil| ... ||S;) the XOR By @ - - @ By,
can only be guessed with advantage Guessy o, o(B1 @ -+ @ By, |S1|l...[|Sm) at most €™ + v by an
adversary with related time complexity ¢ and making at most ¢’ queries to each system S;. The obtained
parameters are slightly worse than those of the direct proof of [33] (which in turn was based on Levin’s
approach [15]), but the given reduction is simpler (given Theorem 1) and nicely illustrates the use of

state samplers with non-zero errors ¢; and (o.

Theorem 5 (XOR Lemma). If, for some integers t,q > 0, and € € [0, 1),
Guess; o(B|S) <,

then, for all 0 < ¢1,(o <1 and 0 < v < L, we have

GueSSt’,q’ .,q’(Bl DD Bm ‘ Sl“ s ||Sm) < g™ +2m - (Cl + €2) +7,

where t = ppc - [t’ +(m—1) tag 5 (a0 545 Wne q))| and ¢ = nc-q'.

Proof. Let A be an adversary with time complexity t issuing q queries to each subsystem Sq,...,S,, and
outputting a guess B’ for B1 @ - - @ B,,. Further, using the HCL (Theorem 1), let M with u(M) > 1—¢
be such that

Guesst//%mq(B(S’) |S(S") <~ (3)

for § & M, and let O be the corresponding ((1, ¢3)-sampler for M and As,p) with length 54 ¢ 5 (¥hc-q)-

We consider an adversary A’ which, given access to S(S”), first samples m pairs (X1, Z1), ..., (Zm, Zm)
using O, and subsequently flips independent bits Uy,..., Uy, € {0,1}, where Py (1) := Z; for j =
1,...,m. Then, it picks an i € {1,...,m} (provided it exists) such that U; = 1, and simulates the
interaction of A with

As[Z] | - [ As[Zia] [IS(S") || As[Zita] |

o [ As[Zml,

where Ag[Y;] is the instance of S simulated by A(g p)[X;] (with B} being the associated bit), for
j=1...,m, j # i. When A outputs a bit B', A" outputs B’ & @, Bj. If no such i exists, A’
terminates directly by returning a random bit. Clearly, A’ can equivalently be seen as sampling m
independent pairs (S1, Z(51)), - .-, (Sm, Z(Sm)), letting U; be one with probability Z(S;), and replacing

9 In particular, the adversary can query at any point in time any system S;, adaptively depending on the outcomes of
previous queries to this and other systems S; for j # i.
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As[X;] and Bj with S(S;) and B(S))) for all j = 1,...,m, j # i. This does not alter the guessing
advantage.

We also consider the adversary A’ where Z (S;) is replaced by M(S;) for all j = 1,...,m, and
denote as Uy, ..., Uy, the corresponding independent bits. (Remark that Pﬁj(l) = puM) > 1-c¢)

Analogously, in the experiment where A interacts with S| .. ||S,,, define the bits U; accordingly. In
both experiments, let £ be the event that U; = --- U, = 0. Note that P [£] < &™. Furthermore,

P |A/(S(S")) = B(S') \E] —P[A(S1]...|ISwm) = B1@--- & By, | €],

from which, using the facts that P [A(S1||...|[Sm) = B1 @ - ® By, | €] < 1and that P [;‘;’(S(S’)) = B(Y) | 5} =

%, we can upper bound

PIA(Si][...|ISm) =B1® - ® B <

<P[E]+(1-Pe])-P[A(S(S) = B(S) €]
< Pgﬂ +PE]- % +(1-PE])-P [A’(S(S’)) = B(5) \?}
< S P[RSS =B
or, in other words
Guess™ (B @+ @ By | Si|... [ISm) < ™ + Guess® (B(S') | S(5)). (4)

Furthermore, note that for all j = 1,...,m and b € {0,1}
A(T;,Uj) = [Pg, () = Pu,0)| S L+ P[] < G + G,

where £’ is the event that an error larger than (7 occurs in the estimate. Then, it is not hard to verify
that

Guess® (B(S) | S(S)) < Guess®' (B(S) | S(S"))+
+2-d((Ur,...,Un), (U1, ...,Un))
< Guess® (B(S") [S(S") + 2m(C1 + G).

To conclude the proof, we notice that an adversary at least as good as A’ can be implemented in time
'+ (m—1)- tA(S’B)(q, sA(SB)(q “tne)) < t/one (by fixing optimally chosen states o1,...,0.), and by
Equation 3 this adversary achieves advantage at most ~. O

C Full Proof of the Hardcore Lemma

C.1 High-Level Description of the Proof of Theorem 1

In this section, we present a full proof of the hardcore lemma for system-bit pairs (Theorem 1). At a high
level, our proof follows Holenstein’s proof of the tight uniform!'® hardcore lemma given in [21] (which, in
turn, was inspired by one of the proofs given by Impagliazzo [24]). However, there are major differences
(and difficulties) due to the fact that we are considering discrete interactive systems: In particular, for

10 Interestingly, no simpler approach appears to work despite the statement being proven being non-uniform.
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0 : I > NA(S)
0 N T O

Fig. 1. Measure M 4 -(s) as a function of N4(s). In particular, the gray area represents W, -(s) given that Na,,(s) = N.

a given s € S the behavior of the system S(s) can be randomized (but stateless). Furthermore, we need
to take into account the fact that we prove the existence of a measure for which a sufficiently good
state sampler exists. Also, unlike the case of random variables, it is crucial that no quantity in the proof
depends on the size of states S, as we cannot generally assume them to be small. Another final difference
(which turns out to be rather easy to handle at the technical level) is that, contrary to the traditional
hardcore lemma, we allow for the distribution Pg of the state S to be not uniformly distributed.

INITIAL DEFINITIONS. For a collection A of (deterministic) adversaries, we define

Na(s) := Y  Guess®(B(s)|S(s)),

for all s € S. Note that [N4(s)| < |A|. In particular, N4(s) provides a quantitative measure of the
overall quality of the collection A in guessing B(s) given access to S(s). For instance, N4(s)/|A| gives
the advantage of a randomly chosen A € A in guessing B(s) while interacting with S(s). Moreover, for
a non-negative integer 7 € N, we define the measure M4, : S — [0, 1] associated with A and 7 such
that

1 if Na(s) <,
Mur(s) =4 1= (Na(s) = )1 —e) if 7 < Na(s) <7+ 55,
0 if Na(s) > 7+ 55

The value M 4 -(s) is plotted as a function of N4(s) on Figure 1. In other words, elements s € S
on which many adversaries in A are bad are given more weight by the measure, whereas those for
which many adversaries are good are given no measure. Note that My is the all-one measure, i.e., in
particular the associated distribution Py equals Pg. Hence, u(Mgpg) > 1 —¢.

STRUCTURE OF THE PROOF. The proof is by contradiction. It starts by assuming that Theorem 1 is
false. In other words, we assume that for some v, ; and (2 the following holds:

Assumption —HC. For all measures M : § — [0, 1] with u(M) > 1 — ¢ such that a (i, 2)-
sampler for M and A (s py with length!! ¢ := SA(S’B)th -¢') exists, there exists an adversary A
with time complexity ¢’ := t/ppc, making ¢’ := q/¢ne queries, and such that

Guess®(B(5")[S(5")) > .
where S’ & M.

The core of proof consists of the procedure FindCollection, specified in Figure 2, which, under Assump-
tion =HC, outputs a collection of deterministic adversaries A such that |A] < 7-772-(1—¢)"2+1 and
such that (at least) one of the following two properties is satisfied:

' In the case where (S(s), B(s)) is deterministic for all s € S, we replace ¥ by 7-7 2 (1 —¢) 3+ 1 and let (; = (2 = 0.
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Procedure GoodEnough(A): // collection of adversaries A

1: if A = 0 then return false
L . _ $
2pi= min P [A(S(S)) — B(S)| A & A, 5}
: pi=P[NA(S) >~ |A]

. 1 1 1—
:1fp2§+mVp21—T€then

3
4
5:  return true
6: else

7 return false

Procedure FindCollection: // no input
LA=0,7:=0
2: while not GoodEnough(A) do
30 if u(My,) <1—¢€ then
4: Ti=7+1
5. get deterministic A € Ay o such that // see text

PASS) = BE) 8 & Ma,| 2720
6: A:=AU {A}

7: return A

Fig. 2. Description of the procedure FindCollection used in the proof of Theorem 1.
(A) PINA(S) > [A] 21~ 3(1~¢)
(B) For all events & (defined by a probability distribution P¢|g) such that P[] = 1 — ¢, we have

1
4-(1—¢)- Ay

PA(SS) =BS)[A & Ag] >+

We show how to derive, from a collection A satisfying one of the two conditions, corresponding adver-
saries A and A(P) with time complexity ¢ and making ¢ queries which guess B (S) given access to
S(S) with advantage greater than e, contradicting the assumed hardness of (S, B).

Without loss of generality, throughout this proof we assume that B(s) is determined by s.

THE PROCEDURE FindCollection. The procedure FindCollection (cf. Figure 2) starts with A := () and
parameter 7 = 0, iteratively adds to A a deterministic'? adversary A with time complexity ¢ and query
complexity ¢’ such that

Guess™(B(5")|S(5")) > 7,

for 8" & M. (Possibly, it first increments the value of 7 by one to ensure that u(Ma,) > 1 —¢.)
Finally, it terminates when the collection A satisfies (at least) one of conditions (A) or (B).

Note that the procedure FindCollection is to be seen as a process constructing a collection, where
in particular adversaries at Line 5 are not found efficiently and explicitly, they are only guaranteed to
exist by Assumption =HC.

12 This can be assumed without loss of generality: Given a randomized adversary, an equally good deterministic adversary
can be obtained by fixing its randomness to a good value.
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CORRECTNESS OF FINDCOLLECTION. Note that in order for an adversary A as required in Line 5 to
exist under Assumption =HC, two conditions must be met immediately before executing Line 5: First,
the measure M 4 ; must have density at least 1 —¢e. Second, there must exist a ({1, (2)-sampler for M 4 -
and A(g py with length ¢ < s As,p) (¥ne - ¢'). The following lemmas show that both conditions are always
satisfied.

Lemma 2. At every execution of Line 5 in FindCollection, the condition p(Ma ;) > 1 — € holds.

Proof. The proof goes by induction. Clearly, it holds the first time Line 5 is executed, since pu(My () =
1 > 1—e¢, and hence 7 is not increased. Assume that the claim of the lemma holds up to the i-th iteration
of the while-loop, and consider the beginning of the (i + 1)-st iteration: Assume that p(M ;) <1 —e.
This means that there exists A and A such that u(M. ;) > 1—¢, and (M 4u14;,-) < 1—¢. Note that for
all s € S we have N g 14}(s) < Na(s) + 1, which in particular implies that M 4 ga},r+1(5) = Ma(s)
for all s € S, and hence (M 4ua},r41) = p(Maz) 21 —¢. O

Lemma 3. For all (1,2, all collections of adversaries A and all T € N, there exists a ((1,(2)-sampler
for Mz and A(s p) with length € := s g , (¢ - q'), where

4 2
Y= — - |A]? A2 1—52-1n<>.
¢ 4 ( ) G2
Furthermore, if (S(S), B(S)) is deterministic for every value taken by S, an error-free state sampler for
M- and A gy for length € := saq 5 (|A| - ') exists.

A proof of Lemma 3 is postponed to Section C.2.

TERMINATION OF FINDCOLLECTION. We prove the following lemma in Section C.3: It upper bounds
the number of iterations after which FindCollection returns an appropriate collection.

Lemma 4. Under the assumption that a good adversary is always found at Line 5, the procedure Find-
Collection terminates after at most 7-~~2 - (1 — &)™ + 1 iterations of the while-loop, outputting a
collection A of deterministic adversaries, each with time complexity t' and query complezity q', such
that |[A| < 7-v72-(1—¢)"3 +1 and (at least) one of the two conditions (A) and (B) is satisfied.

THE FINAL ADVERSARIES. In order to conclude the proof, we need to show that such a collection yields
an adversary accessing S(B) and contradicting the assumed hardness of guessing B. This is implied by
the following two lemmas, whose proofs are deferred to Section C.4.

Lemma 5. Let A be a set of deterministic adversaries, each with time complexity t' and query com-
plezity ¢', satisfying Condition (A) and such that |A| < 7-v72-(1 —¢e)~3 4+ 1. Then, there exists an
adversary A with time and query complezities

4 4 , 4 4 ,
t1 ::’)/2-1n<1_6>-t and q ::Pﬂ-ln<1_€>-q

such that GuessA™ (B|S) >e.

Lemma 6. Let A be a set of deterministic adversaries, each with time complexity t' and query com-
plexity ¢, satisfying Condition (B) such that |A] < 7-v~2-(1—¢)™3+1 . Then, there exists an adversary
AB) with time and query complezities

b e 6400 In 160 ¢ and 6400 In 160 /
BERECEDIRCTIEDE PRt )

such that GuessA™ (B|S) >e.
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Sampler O 4 ,: // collection of adversaries A, 7 € N

b (i A(S,B) // run A(S,B) to get the bit B
o = state of A(g p) after outputting B
b= [P (1- ) ()
for all::=1,...,% do
Al A
vi == A(Aip)lo]) ©B D1 // 1 if correct, O else
= last state of Ag p) after interacting with A

N =24l (X0 - 3)
z := max{0, min{1,1 — (N — 7)y(1 —&)}}
return (o, 2)

Sampler 0’ : // collection of adversaries A, 7 € N

s & Pg
im & AR 21 -0 m ()
for all::=1,...,% do

A& A

v;(s) == A(S(s )) @ B( )@ 1 // 1 if correct, 0 else
N(s) =204 (0, vils) - %)
z(s) := max{0, min{1,1 — (N(s) —
return (s, z(s))

)y(1—e)}}

Fig. 3. Top: Construction of the state sampler O, , for M4 - and A(s, ). Bottom: Idealized state sampler Oy, used in
the proof of Lemma 3.

CONCLUDING THE PROOF. To conclude the proof, we observe that by Assumption —HC, Lemmas 2, 3,
and 4, FindCollection outputs a collection A with |A| < 7-772-(1—¢)73 +1 satisfying one of conditions
(A) and (B). Then either Lemma 5 or Lemma 6 yields an adversary contradicting the assumed hardness
of (S, B), as by definition of ppc, for the time complexity we have ¢; < t and to < t, as well as ¢; < ¢
and ¢z < q.

C.2 Existence of State Samplers (Proof of Lemma 3)

The key observation is that given the collection A as well as black-boz access to the system-bit pair
(S(S), B(Y)), it is possible to compute a sufficiently good estimate of N4(.5) (and thus of M 4 (S)) by
letting (randomly chosen) adversaries from A sequentially interact with S(S) and check whether their
outputs equal B or not. In particular, we can use the algorithm A(g p) in order to simulate (S(S), B(S5)).
Here, for notational convenience, we assume that the algorithm Ag p) first outputs the simulated bit
B, and subsequently simulates S accordingly.

This is summarized by the random process O4;, which outputs a valid state of A(g py, and is
described in Figure 3 on top. We additionally consider the idealized process 014,7 (depicted in the
lower part of Figure 3) which, instead of using the algorithm A(s,B), uses the actual system-bit pair

(S(S), B(S)) for a random S < Pg, and produces an estimate Z(S) of M -(S) as in Oy, and
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finally outputs the pair (S, Z(.5)). (From now on, we use the convention that variables appearing within
the process descriptions are upper-case when seen as random variables.) Obviously, (A(g p)[¥], Z) for

(2,7) & O, and (S(S), B(S), Z(S)) for (S, Z) & O/, are exactly the same, that is, the equivalence
(As,p[2], 2) = (8(5), B(S), Z(5))

holds, due to the fact that A(g p) perfectly simulates (S, B). Therefore, in order to finish the proof of
property (ii) in Definition 1, it suffices to analyze the quality of the estimate Z(S) output by O’y : Let

us fix s € § and consider the random variable V' (s) obtained by sampling a random A & A and then
letting V(s) := 1 if A(S(s)) = B(s), and V (s) := 0 otherwise. Then, note that

1 1 Guess®(B(s)|S(s))\ 1  Na(s)
VOl = g 3 PIA) = 560 = g 5 5+ S =5 S

AcA

Since (S(S), B(S)) is cc-stateless, the pair (S(s), B(s)) is stateless (and in particular, S(s) is state-
less), and the random variables Vi(s), ..., Vi (s) are independent with the same distribution as V (s). In
particular, E[Vj(s)] = E[V (s)] for all i € {1,...,¢}. The event that Z(s) is a bad estimate, i.e., that
|Z(s) = Ma(s)] > (1, implies in particular | N(s) — N(s)| > 7(1 5 and in turn ‘w Z Vi(s) —E[V(s)]| >

W. We conclude by applying Hoeffding’s inequality (Lemma 1),

PIIZ(s) = Mar(9)] > G < P [N6) - Nate)] >~ ]

V(1 —e)
<p [
by the choice of .
In the case where (S(S), B(S)) is deterministic given S, then a much simpler (and error-free) state
sampler can be built: Namely, it is sufficient to let all adversaries A € A interact (sequentially) with S
(simulated by As, B)), rather then choosing them randomly, and set v; as above. Performing the analysis

¥

SVl —EV ()] >
=1

S|
2[Aly(1 —e)

s S
< 2e AAPRZO-92T = (.

as above (via the ideal process 0’y ), we see that N(s) indeed equals N4(s), and thus the estimate is
always correct.

C.3 The Procedure FindCollection Terminates (Proof of Lemma 4)

Similarly to the proofs in [24, 21], we define for all collections of adversaries A, all 7 € N and all s € S
the quantity

T—N_A(S)—Fm lfNA(S)ST
War(s) = § 2478 [r 4 Lo Na(s)] i 7 < Nas) < 7+ 5,
0 else.

This quantity is to be interpreted as the area under My ,(s), starting from N4(s), as depicted in
Figure 1. We also define the weighted average of W4 ;(s) as

W(A ) =E[War(S)] =D Ps(s) War(s).
seS

In the following, we study the evolution of this quantity in order to prove termination for the execution
of FindCollection. In particular, there are two causes for a change in the value of W at each iteration:
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First, an adversary A is always added to .A. Second, the value 7 is possibly incremented by one before
the adversary is added. The following two claims analyze these two cases. We point out that the analysis
is more involved than the one of [21], due to the different termination condition and the underlying
distribution being arbitrary and not necessarily uniform.

The first claim shows that if we add an adversary to A in Line 5, then W(AU {A}, ) is smaller
than W (A, 1) by at least @
Claim. Let A be a collection of adversaries and let 7 € N be such that (M) > 1 —e. Moreover, let

A ¢ A be an adversary such that
Guess®(B(5")[S(5")) > v

for ' & M. Then W(AU{A},7) < W(A,7)— @

Proof. For all s € S, the definition of N4 yields N guqa}(s) = Na(s) + Guess®(B(s) | S(s)), and conse-
quently we obtain

1—e¢
Waugay,(8) < Waq(s) — Guess®(B(s)|S(s)) - Ma(s) + ’Y(Q)
Averaging over the choice of S yields

W(AU{A}, 1) = Ps(s)- Wauiay-(s)
seS

(1 —¢)
2

<W(A,7)+ — ) Ps(s) - Guess™(B(s) | S(s)) - M (s).

seS
However, note that if §" & M 4, then by definition Pg (s) := Pg(s) - Ma-(s)/(Mar), and hence

Z Ps(s) - Guess®(B(s) | S(s)) - Ma-(s) = p(My,) - Guess®(B(S") | S(S")),

sES
and the claim follows from (M) > 1 —¢ and Guess®(B(S’)|S(S")) > 1. 0
The following claim additionally shows bounds on the variation of W (A, 7) upon incrementing 7.

Claim. Let n > 0, let A be a collection of adversaries, and let 7 € N. Further assume that P [N 4(S) > 7] <
1—1(1—¢)and p(My,) <1—e. Then,

8

W(AT) +(1—e)+ 2022 20297 ¢ -5 )
WA, T)+(1—¢)+ 7(158) if 7 <.

WA, T+1) < {

Proof. For all s € S we have
(1 —¢)
5
In fact, if N7(s) < 7, then we even have Wy r11(5) < W4 +(s) + M4 ,(s). From this we can infer

W(-A7 T+ 1) = Z PS(S) : WA,T-H (S)
seS

Wazr1(s) < War(s) + Maz(s) +

SW(A,7)+ZPS(S)'MA77(S)+ Z PS(S)PY(12_5)

seS s:NA(s)>T

< W(A,7) + (1 — ) + P[N4(S) > 7] - '”12‘5)
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If 7 > 7, then P[N4(S) > 7] < P[N4(S) > 5] <1 — 13, and thus

WA T+1) <W(AT)+(1—e) + <1_ 1—6>.v(1—5)

4 2
1— 1—¢)?
WA+ (- =9 209
whereas if 7 <7, we can only conclude that W(A,74+1) < W(A,7)+ (1 —¢) + W(Ta) O

In the following, let A(7) and 7(i) be the values of A and 7 at the beginning of the i-th iteration, i.e.,
when GoodEnough is invoked. In particular, |A(i)| = i — 1. We now show that under the assumption'?
that P [N (S) >~-(i—1)] <1— (1 —¢) holds, then FindCollection terminates satisfying Condition
(B). To this aim, we define the potential function  such that the potential at the beginning of the i-th
iteration is

(i) == W(A®4),7(3)) —7(i) - (1 —¢).

Note that initially 7(1) = W(0,0) —0- (1 —e) = W(0,0) =
following for all 4’s:

m. The above two claims imply the

w(i) — 22 e (i) = 7(i+ 1)
m(i+1) < m(i) . ifr(i+1)=7@G)+1and 7(i) <~vy-(i—1)
w(i) — 250 i r(i 1) = 7(i) + 1 and 7(3) > - (i — 1).

In particular, it is important to note that the value 7 (i) never increases. The following claim proves
that it also decreases sufficiently fast, reaching a negative value after 7-~v72- (1 —¢)~2 + 1 iterations.
Below, we show that in this case, the corresponding collection A satisfies Condition (B).

Claim. For A\ :=7-472. (1 —¢)73 + 1 we have 7()) < 0.

Proof. Assume, towards a contradiction, that the claim is wrong, i.e., we have an execution of FindCollection
such that after A\ := 7-~72. (1 — )73 + 1 steps we have 7(\) > 0. Consider the partition Z= UZ*+ =
{1,..., A}, where Z= are the iterations i where 7(i) was not increased, whereas in Z* the value of 7(7)
is increased. We also let Z* := {(1 —v) "} |Z=| + 2,...,A}. Hence, for all i € Z* we have

T(@)>i—1—|Z7|>i—-1-(1—-y)@GE—-1)=~@GE—-1),

since 7(i) > i —1—|Z=| for all i > 1, whereas (1 —~)~!|Z=| < i — 1 for all i € Z*. Finally, note that
_ _ _ _ 2 — _
T NI = [T\ 2 || - [T 2 A= (1 =) T T = 1= [T = A T 77| - L
-7

Moreover, we have |Z=| <y 2(1 —¢)72 < y72(1 — )73, as otherwise this would contradict (i) > 0 by
the first claim. Using v < 1, we obtain |Z* NZT| > 4y~2(1 — ¢) 3. However, in every step i € Z* NI,
y(1-¢)?

by the above claim the value of m has been decreased by at least ==, and this implies m(\) <0. O

Finally, we show that if (i) < 0, then the collection .A(7) satisfies Condition (B), and thus termi-
nation is achieved.

13 If this assumption is not satisfied, then GoodEnough will detect this, and return true, which in particular implies
termination of FindCollection, which returns the collection A(%) satisfying Condition (A).
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Adversary AX: // expecting to interact with system S(s)

vA: -In (145)

for allz =1,...,04 do
A& A
v; & A(S(s))
return majority {v; : i € {1,...,pa}}

Fig. 4. Adversary A,

Claim. If w(i) < 0, then A(7) satisfies

1

T TAGT

P|A(S(S)) = B(S)| A & A1), €| >

N =

for all events £ (defined by Pg|g) such that P[] =1 —e¢.

Proof. Let 7 := 7(i) and A := A(i). Also let & be an arbitrary event (defined by Pg|g) such that
p:=P[E] =1 — . Then, by the definition of N4,

P[A(S(S)):B(S)\A&A,See}:% 1—5|A] ZPsg A(s):

Note that for all s € S it is easy to verify that

1
(8) 27+ s — Na(s),
Waz(s) =27+ =9 A(s)
and therefore
1
Z Psg > Z Psg |:T _ — WA7T(S):|
s€S s€S 27(1 —¢)
1 1
> P . P 1-— — — >
> P[€] <7'-|— > SGZS s(s)War(s) > ( €)T+2’y W(.A,T)izfy

The lemma follows by substituting this into the above equation.

Therefore, after at most 7-772- (1 —¢)~3 +1 executions of the while-loop, the procedure FindCollection
outputs a set of adversaries which satisfies at least one of Condition (A) and Condition (B).

C.4 Constructing the Final Adversaries

Proor orF LEMMA 5. Recall that we assume that
PINAGS) > 7 JA 21— 11— e) > 1 - §(1 - ) = 1=,

The adversary A proceeds as described in Figure 4.
Let us fix s such that N4(s) > v-|A|. Then, we denote as I(s) € {0, 1} the indicator random variable

which is 1 if a randomly sampled A & A interacting with S(s) is successful, outputting B(s). (Recall
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that B(s) is fully determined by s.) Note that

1
E[1(s)] = P [A<s<s>> = B(s)| A & A] = = > PIA(S(s)) = B(s)]
|A’ AcA
1 1 Nu(s) 147
= S == —_—.
=5+ ZG:Guess s)|S(s)) 2+2-\A|> 5
Fori=1,...,¢4, denote as I;(s) the random variable indicating whether v; equals B(s) when interacting
with S(s): Since S(s) is stateless, the variables I1(s), ..., I, ,(s) are independent, with E [I;(s)] = E[I(s)]
foralli=1,...,04. We can use this (combined with Hoeffding’s inequality) to derive an upper bound

on the failure probability of A() given access to S(s),

1 84 2 B

P[A /(S(s)) # B(s } [ ZI ]gp[%;ms)du(s)]—; <oA= e
and therefore

PIAW(S(S)) = B(S)] > P[NA(S) >~v-|Al- (1 - 1) > (1 - 38) - (1 - 158) > 1 152 = L=,

Note that we can fix the choice of ¢4 adversaries Ay,..., A, for the random choices of A maximizing
the success probability of the resulting adversary A(4). The time and query complexity bounds ¢; and
q1 are then clear.

PROOF OF LEMMA 6. We define the functions «, a1 : & — [—1, 1] such that
als):=2-P [A(S(s)) = B(s)|A & A} ~1and ay(s):=2-P [A(S(s)) —1]A & ,4} Y

for all s € S. We order the elements of S (with positive probability mass) as si, Sa,... such that
a(s;) < a(siy1) for i =1,2,.... Then, let i* be the (unique) index such that Z 4 1 Ps(sj) <1—¢, but

23:1 Ps(sj) > 1 —e. We define the event £ such that

1 if 7 < ¢*
Pejs(si) = £ F%fsi)Ps(sj) if i =
0 if 7 > .

It is easy to verify that P[£] = 1 — e. Further, let o* := a(s;+). We hence have (recall that |A| <
772 (1—-¢)3+1)
1 1 1 (1 —¢)?

P A(S(S)):B(S)}A&A,s] >t AR 23T @

Note that this implies that o* > %, as otherwise this would contradict the above lower bound on
the guessing probability of a randomly chosen A from the collection A. We consider the adversary A(5)
specified in Figure 5.

In the following, we assume that the above adversary is run on S(s) for some fixed s € S. Denote

as Vi(s),...,V,ps(s) and @i(s) the corresponding random variables. Consider the random variable V'(s)

which is the output of a randomly chosen A & A accessing S(s). Note that

E[V(s)] =P |A(S(s)) =1]A & ,4} — 1 el
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Adversary A(5): // expecting to interact with system S(s)

. 6400 160
op = 215 - In (54
for alli:=1,...,pp do

Ad A
v; & A(S(s))
ar =2 @% Bui—1

return 1 with probability max < 0, min< 1, % + %
Q(Q*_T)

Fig. 5. Adversary A%,

In particular, since S(s) is stateless, the random variables Vi(s),...,V,(s) are independent, and all

distributed according to V(s). Let now G be the event that |[@i(s) — ai(s)| < 7(27_06)2: By Hoeffding’s
inequality,

P[] =P [l —oa| > 2oL

|

For all s € S, define @(s) to be ag(s) if B(s) =1, and —aq(s) if B(s) = 0, and note that by inspection

P [A(B)(S(S)) = B(S)} = min {1, % + ) <a* i(:jgle)?) } .

>

122 (-2’ 1 2)3
Y( €) <% 80 L 'Y( €)
80 - 80 '

1 ¥B
on ; Vi(s) —E[V(s)]

20
For any s such that P?|S(S> > 0, then «a(s) > a*, and conditioned on the event G, we have a(s) >

RY]
a* — 7(1405) , and thus

P[AP(S(s)) = B(s) | 6] =

Moreover, for every other s € S, we have

y(1—¢)?
P [A(B)(S(S)) _ B(S) ‘ gi| Z % n Oé(S) 5 40
Therefore,
(B) _ 1 (1-e? A1-¢? 1 ~(l-¢)
Pla (S(S))_B(S)‘g’g}>2+ 40 20 2t s

We finally conclude that
P [A(B)(S(S)) - B(S)} >




as we wanted to show. The time complexity to and the query complexity go are clear by inspection.

D Proof of the Hardcore Lemma for Computational Indistinguishability
(Theorem 2)

Let S and T be the respective ranges of S and T. We define (F, B) to be the cc-stateless system-bit

pair with a uniform random bit B and where F behaves as S if B = 0 and as T if B = 1. In particular,

(F, B) has state (z,b) € (S x {0}) U (T x {1}), sampled by first letting b <~ {0,1}, and then choosing
$ . $ :

x < Pg if b =0 and z < Pp otherwise, and

e - {8039 12

The canonical implementation A g gy of (F, B) is obtained by first choosing the random bit b & {0,1},
and then using Ag or At to simulate the respective system: The state of A(g py is a pair (o, b) consisting
of the bit b and the current state o of Ag or Ar.

By a standard argument,

At ¢(S, T) = Guessy (B | F) <,

and Theorem 1 thus implies that there exists a measure M on (S x {0}) U (7 x {1}) such that pu(M) >
1—¢, and
Guessy o (B |F(X')) <+, (5)

where (X', B) E Mt = t/ohe, and ¢’ := q/pnc. Furthermore, a ({3, (2)-sampler O is associated with
the measure M and Ay p).

T2 002
be output by an adversary (with constant time complexity and making no query) to achieve advantage
higher than 7, contradicting (5) for any ¢’ and reasonable ¢'. In the following, we assume without loss
of generality that 1_77 <Pp(0)<i and L <Pp/(1) < HTV (The other case is symmetric.)
We define the measures My : S — [0,1] and M; : R — [0, 1] such that

First, note that Pp/(0) € [177 H—”} , since otherwise there exists a fixed value b’ € {0,1} which can

Mo(s) := M(s,0) and M;(t) := M(t,1)
for all s € S and all » € R. Then note that

uMo) = " Ps(s) - Mo(s) = 2u(M) - Pr(0), u(M1) = > Pr(t) - Mu(t) = 2u(M) - P (1),
seS teT

which in particular imply (1 — ) - u(M) < p(Mop) < pu(M) and p(M) < p(Mi) < (1 + 5)pu(M).
Consequently, we set My := M, whereas, if u(My) < 1 — ¢, we define

e 1= e p(Mo)
MS(S) T 1 — M(MO) ' MO(S) + 1 — M(MO)
Observe that Mg(s) € [0,1], Mg(s) > My(s), and

_ _ € 1—e—pMo) _
M(Ms)—zps(s)'Ms(S)—m-u(Mo)nLW_1—5.

seS
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Finally, consider the distribution (X", B”) which chooses B” uniformly at random, and then X" ac-
cording to Mg or M depending on whether B” = 0 or B” = 1. With & & Mg and T/ & M,
Ay (S(S"), T(T")) = Guessy o(B" |F(X"))
< Guessy o (B'|F(X")) +2-d((B', X'),(B", X"))
<~v+2-d((B,X),(B", X")),
since in general, for any (X1, By) and (X2, Bs), we have
Guess® (B | F(X1)) — Guess®(Ba | F(X2)) < 2-d((X1, B1), (X2, B2))
for all adversaries A.'* The following claim yields the desired upper bound.
Claim. d((X',B"),(X",B")) <2

Proof. On the one hand, we first note that for all £ € 7 we have
1 1
2p (M) 2pu(M)
where we have used the fact that u(M;j) > u(M). On the other hand, for all s € S we have (using

n(Ms) = (1 —£) < (M) and Mo(s) < Ms(s))
1 1

qums) T3 M) = 5

PXNB//(t, 1) = . PT(t) M(t 1)

Pr(t) - M(t,1) = Px/pi(t,1),

PX//B//(S,O) = . PS(S) . M(S,O) = PX/BI(S,O).

Therefore,

d(X',B'),(X",B")) => Px/p(t,1) — Pxnpn(t,1)

teT
1 . _ 1 :} N(Ml)_ J
=3 2 Pri- M (oo~ o) =2 Caey 1) <30

Finally, the state sampler O for M and Ay p) with length £ = s4 g (¢¥-q') outputs a triple (b, 0, 2),
where o is a state for Ag if b = 0 and a state of Ap when b = 1. In particular, for (¥, B, Z) & 0,

(Ag[X¥],B,Z) = (F(X,B),B, Z(X, B)),

where Ay := Ag, A1 := Ay, and Z(X, B) is at most (; off M(X, B), except with probability (a2, for all
values x, b taken by X, B.
Consequently, the state sampler O for Mt outputs (o, z) sampled according to the output distribu-

tion O conditioned on B = 1. The sampler Og outputs (o, z’) by taking (¢, z) sampled from O conditioned
1—e—p(Mo)
1—p(Mo) -

on B = 0, and then sets 2’ := z if u(My) > 1 — ¢, and otherwise sets 2’ := ey 2T
Clearly, it remains a ((1, (2)-sampler, due to ﬁ <1.

Note that Theorem 1 only guarantees that the length of the states output by both samplers is
bounded by max{sag(¢hc - ¢'), sar(¥nc - ¢')}. The fact that the individual bounds hold for each of the
sampler can be inferred from a careful analysis of the proof of Theorem 1. (However, note that this more
precise statement is in general not necessary in the following, but will produce slightly nicer statements.)

Also, if both S and T are cc-stateless random functions, then (F, B) has deterministic behavior for
any value of its initial state, and thus O is error-less, which implies that Og and Ot are also error-less.

1 To see this, note that the distinguisher which given (X, B) simulates the interaction of A with F(X) and outputs 1 if
and only if its output equals B achieves advantage

% [Guess™(By [ (X)) — Guess (B | F(X2))] < d((X1, B1), (Xz, Ba)).

29



E Cascade of Large-Min-Entropy Permutations

E.1 Indistinguishability Proofs: A Primer and a New Lemma

Before we turn to the proof of Theorem 3, this section provides a self-contained introduction to se-
lected tools from the random systems framework [27,30] which are needed for information-theoretic
indistinguishability proofs.

MONOTONE EVENT SEQUENCES AND INDISTINGUISHABILITY. Given a system S, a monotone event
sequence (MES) A = Ag, A1,... on S is a sequence of events!® where A; is defined after the i-th query
has been answered by S and such that Ay is defined before the first query is issued. Furthermore, if A;
does not hold for some i > 0 (i.e. the complement A4; holds), then A; does not hold for all j > i. When
A; holds, and A;,1 occurs, then we say that A fails.

Definition 2. Let S and T be systems, and let A be a MES on S. We write S|A =T if for all i > 1
and fOT’ all yivxi = ['1:1’ s 7xi]) and yi_l = [yla s 71’%*1])

S i, 1—1 T i, i—1
Pyl.|X¢yz‘71Ai(yiax Y ) = Py;|xiyi-1 (yhx Y )

Furthermore, if B = By, Bi,... is a MES on T, we write S* = TB if for all i > 1 and for all

yi, b = [1,...,24], and y = Y1y, Yiz1]

S i, i—1 T i, 0—1
pAZ.Yi‘XiyiflAiil(yivw N pBiYi‘Xiyi—lBiil(yi,x LY.

The shorthand v,(S, A7q) stands for the optimal probability that some ¢ query distinguisher makes A fail
while interacting with S, i.e., that the event /Tq holds. The following lemma [27, 30] shows the connection
between the probability of making a MES fail and the distinguishing advantage.

Lemma 7. Let S and T be systems, and let A = Ay, A1,... and B = By, B1,... be MES on S and T,
respectively. If S|A =T or SA = T?, then

Aq(S,T) < vy(S, Ag).

We also employ a new lemma (a similar statement was given in [33]) that simplifies the problem of
upper bounding v4(S, /Tq) and considers the setting where a MES A = Ag, A1, ... is defined on a system
S = S(9) (i.e., where S is some internal variable of S) such that the behavior of S is independent of S
as long as A does not fail. We show that if A only depends on the input-output behavior and the value
of S, we can equivalently consider the maximal probability, over all compatible transcripts (X9,Y?),

that a state S & Pg provokes A,. This will be very handy in the proof of the next section.

Lemma 8. Let S = S(S) be a system depending on a state S, and let T be an additional system. Let
A be a MES on S such that for all ¢ > 1 there exists a sequence of sets £y, E1,E4, ... with the property
that A; holds if and only if (X!, Y",8) € &. If for all i > 1 and all (2,3, s) ¢ &

p%Ai‘XiyiflAi_ls(yiv $i7 yiilv 5) = p%‘xiyiﬂAi_ls(yu $i7 yiilv 5) = p)T/i‘Xiyi—l (i, 17i7 yi71)7 (6)
then
Aq(sa T) S H(}a}gp [(xquqa S) € 5q] ’
X 7y
where the mazimum is taken over all sequence of inputs 9 = [x1,...,x4] and outputs y? = [y1,...,Y,)

which are compatible with an interaction with S, and the probability is over the choice of S.

15 We do not follow our notational conventions by writing A; instead of A;. This is in order to be consistent with existing
literature on random systems.
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Proof. We define the system H = H(S) which initially chooses the (secret) state S according to the
distribution Pg, and then ignores it and behaves as T. Obviously, T = H. We define the MES 5 on H
which fails after i queries if (X%, Y* S) € &. Then, for all i > 1 and all (2%, 4%, s) ¢ &

P,SaximxiyiflAi,ls(yi»ﬂfi,yi_l,3) = P}l%\xiyifl(yiaﬂﬁi,yi_l) = PgB”XiYHBi,ls(yi»iﬁiayi_la s),
which in particular implies S#4 = HZ, and therefore by Lemma 7, this implies that
AQ(SvT) = AQ(HJ S) < Vq(vaq)'

Let D be a g query distinguisher interacting with S. Then we have (with PP denoting probabilities
in the random experiment where D interacts with H)

DH DH H
P Z PX‘IY‘ISB 2ty s) = Z Ps(s) - Pxayas(? 4%, 5) - p?q\Xqus(xquqvS)
z4,y4,s x4,yd,s
- Z PS(S) ’ PE‘II_}I/q(qu yq) ’ p%q|XQYqS(xq7 yq’ 8)
x4,yd,s
= Z ngq(xq, y?) - Z Ps(s) - p%qlquqs(xq7yq’ s),
xd,y9 s

=Ps[(z,y%,5)€&,]

and the claim follows from the fact that the maximum is at least as large as the average. a

E.2 Proof of Theorem 3

In this section, we present a proof of the following theorem.

Theorem 3 (Cascade of Large-Min-Entropy Permutations). For all ¢, A > 1,

N[

Ay(Qu B Qo,P) < A,((Qu 1> Q) (P)) < 44 + 20050 L (““7”)

In the following, recall that the Shannon entropy of X is H(X) := =)  _,Px(z) - logPx(x)
(with 0 - log0 = 0). Also, throughout this section, we let N := |X| and for an integer N, we define
N® := N.(N —=1)---(N — i+ 1). In particular, N®V) = N!. For every distinguisher D and for a
cc-stateless two-sided random permutation (Q) with domain X', we define the two-sided random per-
mutation <Q§> with domain X which is initialized by letting D interact with Q: If (z1, 1), ..., (4, y4)
are the resulting input-output pairs, i.e., for all i either a forward query (x;, +) returned y; or a backward
query (y;, —) returned z;, then (Qg) answers backward and forward queries according to a randomly
chosen permutation @) constrained to Q(x;) = y; for all i € {1,..., A}. The following lemma states that
if a cc-stateless two-sided permutation (Q) behaves according to a permutation table whose distribution
has large Shannon entropy, than there always exists a good deterministic D such that (Q) and (Qg)
are indistinguishable.

Lemma 9. For all g, A > 1 and for all cc-stateless two sided random permutations (Q) with domain
X behaving according to a function table Q such that H(Q) > log (N!) — §, there exists a deterministic
distinguisher D making at most A queries such that

2,(Q). (Qp)) < <qj>
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The proof of Lemma 9 follows the approach of a similar result by Unruh [43] for the simpler case of
random functions, and is postponed to Section E.3. Lemma 9 implies that in our settings there exists
D; and D5 such that for i = 1,2,

z%«QﬁdQ0Q)§<f>é

Let (Q;) := ((Qi)p,) for i = 1,2 be the two corresponding systems.
THE HYBRID SYSTEMS (H). We introduce a hybrid two-sided (stateful) random permutation (H), which

simulates the cascade (Q} > Qf), with some differences. The two-sided permutation (H) is initialized
by running D; and Dy on Q; and Qs, respectively: Let

7O = {0 )@y} and T = {0 ), 02D}

be the resulting input-output pairs. We also use the shorthands

B L P Y LI N CR MU BN S R P RS

Additionally (H) maintains a set of triples Q (which is initially empty). A triple (z,y,2) € Q means
that the first permutation in the cascade simulated by (H) maps x to y, whereas the second one maps
y to z. For notational convenience, we let Q1 be the set of elements x which appear as first component
of a triple in Q. Similarly, we define Qo and Q3 as the projections on the second and third components,
respectively.

Also, at every point in time in the interaction, let T C T e the subset of pairs which do not
share a component with @7 and Qs, and let 7@ be defined analogously. Also, let X @, 37(1), Y and
Z(®) be the associated projections.

On input (z,+) with = ¢ Q1, a new triple (z,y,2) with y ¢ Qs and z ¢ Qg is added as follows:

(A) If there exists (z,y') € T, then we set y := y/. Furthermore, if there exists (y,2') € T®?), then
we set z := z/. Otherwise we choose z <& X \ Os.

(B) Otherwise, we set y Ex \ Qs (i.e., the set of all values which have not been used yet). Furthermore,
if some (y,2') € T, then z := 2/. Otherwise, we set z & X\ (Q3 U Z2)).

Backward queries (y, —) are answered symmetrically.
BounDING A,((Q] > Q5) , (H)). The only difference between (H) and (Q} > Qj) occurs in (A) when
sampling z < X \ Qg rather than z <& X\ (Q3 U Z®) and in (B) when y <~ X \ Q, rather than
y <& X\ (QUYWM). Also, the symmetrical statement holds for backward queries.

Consequently, we define a MES A = A, Ay,... on (H) which fails as soon as an element z € Z(2),

or y € Y (in a forward query), or z € XM or y € Y@ (in a backward query) is sampled. Clearly
(H) |[A=(Q) > Q)), and by Lemma 7,

Ag((H) . (Q) > Q) < vg((H) , Ag).

To upper bound v, ((H), A,), we think of the four assignments of interest to be equivalently executed as
follows: Initially, three independent lists 7, ..., 2y, ¥y, - - -, ¥Yg, and 21, ..., 2, consisting each of uniform
independent random distinct elements of X', are sampled. Whenever we have to assign a value 2/, y/, or
2’ in one of the four cases of interest, we pick the first element from the corresponding list, and delete
it from the list. Also, whenever (H) adds a triple (2,1, 2') to Q, the values 2/, ¢/, and 2’ are removed

from the corresponding lists, if they appear in them, after the query is answered.
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The probability that A, occurs is upper bounded by the probability that one of XM N {27, ... Tyt
YOy, ... s Yabs YAy, ... s Yq}» OT Z@n{,. .., Zy} is non-empty. As every element of the three
lists is, individually, uniformly distributed, the union bound yields

Ag((H),(Q1 > Q3)) < vg((H), 4,

BounbpiNG A, ((H), (P)). In the following, we consider the sets Xlgll) c XM and yi(j) C YU of inputs

of forward queries and backward queries of Dy, respectively. Analogously, we define yi(f) and Zi(nQ).
Furthermore, we let

1 1) 1 2
Xcgut); = \Xlgl ’ out 1)\ 1(11)7 out \yln ’ out (2)\21(11)

Then, we define the MES B = By, By, ... on (H) such that B; is false if at initialization ygut NY®@ £ 0,
or J)((fl% N YM £ () occur, or one the followmg is true:

- A forward query X; = (z,4) (with j € {1,...,i}) with z € x i issued;

out

- A backward query X; = (z,—) (with j € {1,...,i}) with z € Z(ul is issued.

Assume that the i-th query is a forward query (z, +). (For a backward query, the argument is symmetric.)
Then, given that B; holds, we consider two cases:
- If (A) occurs, then the fact that B; holds yields that x = x( ) X( ) (for some j € {1,...,4}), and
that y](l) ¢ Y@ which in turn implies y]( ¢ Y@: Thus a random value from X \ Qs is returned.

- Otherwise, if (B) occurs, consider a particular value z € X \ Q3. If z = z](?) e Z® (for some
Jj e {1 .., A}), the probability that this value is returned is

\X\IQ2| = |X\1Q3|> i.e., the probability
that y )€ Y@ is chosen.
On the other hand, if z ¢ Z2) the probability that z is returned equals

X\ (QUI?) | R
NGl a\ (guuze)|  I¥NQl W\Ql

since |Qa = Qaf, VP N Q= 0, 3 1 Qg = 0, and Y| = |23

Also, with the state S consisting of a description of 7 and 73, note that B; only depends (deter-
ministically) on S and X% Y?~! and the conditions for applying Lemma 8 are fulfilled with T being a
URP, since

m o _ R Py
Py;B;|xiyi-1B, 18 — PB;|xivi-1B,_1s "Py;|xivi-1B;s = Pp;|xiyi-1B,_;5 " Pyj|xiyi-1-

Given input-output pairs (z1,21),..., (24, 24), We sample
vy gDy and (v, 27, (v, 28

by letting Dy and Dy interact with Q; and Qs independently, and upper bound the advantage by
P[E1V &) < P[E1]+P [E], where & is the event that any of the outputs of the queries of Dy is in Y2 UX?
and & is the event that any of the outputs of the queries of Dy is in Z7UY (). Note that the sequence of
outputs of queries of Dy and Dy have both min-entropy at least log (N(A)) — log ((1 — 5)_1), i.e., each
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such sequence occurs with probability at most (1—5)% On the other hand, since }X ‘U y<2>| <qg+ A

and |Z* U y(1>\ < g+ A, there are (by a union bound) at most A(g+A4)- (N —1)“=1 sequences provoking
&1 and &. Thus, we conclude that

Alg+ A)
A, () <2

WRAPPING UP. We can now collect the previous bounds:

A ((Q1 > Q2), (P)) < A,((Q1 > Qa2), (Q1 > Q)+
+ 4,((Q1 > Q3), (Q1 > Qy)) + 4,((Q] > Q3), (P))
< A,((Q1),(Q1)) + 4,((Q2) , (Qh)) + 4,((Q1 > Qy) , (P))

s <1<<A>>) +4,((Q) > Qb (P)),

where we used the fact that removing the first (or the second) permutation only makes distinguishing
easier. Furthermore,

4qA4  2A(q+ A)

A,(Q1 > Q3), (P)) < A((Q) > Q3 , (H)) + Ag((H) , (P)) <

N (1—¢)N"’

which concludes the proof.

E.3 Proof of Lemma 9
Recall that we want to prove the following lemma.
Lemma 9. For all g, A > 1 and for all cc-stateless two sided random permutations (Q) with domain

X behaving according to a function table Q such that H(Q) > log (N!) — ¢, there exists a deterministic
distinguisher D making at most A queries such that

2,((Q), (Qp)) < (‘-;f)

For a deterministic distinguisher D making g non-redundant'® two-sided queries X1, ..., X, such
that X; € {(x,4),(y,—) : z,y € X'} to a two-sided cc-stateless random permutation (Q) with domain
X, it is convenient to define the quantity

HD(Q) = H(leayv% .. 'aY;])>

where Y7,Y5,...,Y, € X are the answers of these queries made by D (in the order they are issued). As
all queries are non-redundant, ¢ < N. Furthermore, note that the quantity HD(Q) makes only sense
if D is deterministic, as otherwise additional randomness can be injected by D itself. Additionally, we
define the function d: {1,..., N} — R such that

d(g) == max |log N@ — HP(Q) |,

where the maximum is taken over all D’s as above making exactly ¢ non-redundant queries, i.e., d(q)
measure intuitively the best deviation from the maximal possible entropy which can be achieved by
such a ¢-query D, which is log N(@. We will need the following properties for d.

16 This means that the distinguisher D does not query any value for which it knows the output, for instance, if a query
(z,+) returns y, it will never issue a query (y, —) at a later point in time.
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Claim. The function d satisfies the following two properties:

(i) d(N) < 6.
(i) d(i) < d(i+1) for all i € {0,...,N — 1}.

Proof. For (i), fix an arbitrary N-query deterministic D interacting with Q. Note that with knowledge
of D, given answers Y7,..., Yy we can uniquely reconstruct the function table @, since we can simulate
an execution of D, answering each query X; with Y;, to obtain the corresponding queries X1,..., Xx,
and from these @ is fully determined by the assumption on the queries of D being non-redundant. Also
given the function table of Q, the variables Y7,...,Y] are fully determined. Hence,

HP(Q) = H(Y1,Ya, ..., Yy) = H(Q) > log N! — 4,

which implies d(N) < 4.

To prove (ii), fix some ¢ > 0, and let D be such that it makes ¢ queries X1, ..., X;, and maximizes
log N — Hp(Q). Then, for any D’ which acts as D for its first ¢ queries, and makes an additional
non-redundant query X;y1 ¢ {Xi,...,X;} we have (with Yi,...,Y;11 € X being the corresponding
answers)

d(i+1) > 1log N0+ —H(Yy,..., Vi, Yi1)
=log N —H(Y1,...,Y;) +log(N — i) — H(Yiy1 | Y1, ..., Y;),

/

~~

=d(i) >0

since H(Y; 41| Y1,...,Y:) <log(N — i), due to the fact that ¢ input-output pairs for Q are determined
by Y1,...,Y; (and D), and thus at most N — ¢ values are possible for Yj;1. O

The following claim shows that since d grows overall at most by ¢ on its domain (and it is monotone),
then there must be a portion of length ¢ which is almost flat among the first A values .

Claim. There exists i* € {0,..., A} such that

(«%)

o . q

- <z

d(i* +q) —d(@") < 1

Proof. Define \ := {gJ as well as theset S:={i-¢q :i=0,...,A} €{0,...,4}. Clearly, d(\-q+¢q) <

d(N) < 4, and hence there must be an ¢* in S such that d(i* + ¢) — d(i*) < /\%_1, as otherwise this would

contradict d(Ag + ¢) < 6. The claim follow by the fact that A +1 > g. O

In the following, let i* as guaranteed to exist by Claim E.3, and take D such that it maximizes
log NO) —HP(Q(X})...Q(X;+)). Consider now the (two-sided) random permutation (Q — P) which
behaves as (Q) for the first i* queries, but then behaves as a randomly chosen permutation consistent
with the first i* queries. Additionally, let D be an arbitrary g-query deterministic distinguisher issuing
non-redundant queries: We define as D — D be the distinguisher making i* 4 ¢ non-redundant queries,
which runs D and then runs D, but does not repeat queries for which the answers is known due to a
query of D. In particular, it asks possibly extra (dummy) queries in order to ensure that i* + ¢ queries
are always asked.

Claim (A). For all deterministic distinguishers D issuing ¢ queries, we have

Yi*+q Yi*+4q

where PEZ?NQ and PS;?)(Q-*W are the distributions of the answers of the queries of D — D to

the given systems when interacting with the systems (Q) and (Q — P), respectively.
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(D—D)(Q) and P(D_>D)<Q—>P)
Yi*+q Yi*+q

one possible strategy is to mimic the behavior of D in the corresponding interaction with <QD> or (Q).
O

Proof. Given the value of Y 4 for a distinguisher attempting to distinguish P

Recall that the Kullback-Leibler divergence of Px and Py is defined as
Px (z)
D(Px|P P .
a1y = 3 Pate) s (55 )

Using the shorthands P(") and P for P(D=D)Q) 4nd P(ﬁ*D)<Q_>P>, respectively, we have

P(l) (yi*—i—q)
1 2 i*
D <P§/7,)*+q P§/'L)*+q> Z Pyz*+q( ‘ +q) IOg ( z/) AL P
yt i*+q PYZ *+q (y q)
Py =W y")
1 Sk 1 ;K Yi* Y;* |YZ ?
= Z ngz)* (yl ) ’ Z ngl,)k R T (yq, y" ) -log 2) = - .
- 7 VYt P - (W9 y")
¢ v Vi 1Yo o[V ’

(1)

where we have used the fact that P/ = ngi)*, since the first i* queries are answered by (Q) in both
cases. Furthermore, we have log(Pg/) Voo |V Ly, y")) = —log[(N —i*)--- (N —i* —q+1)]. Also
1 Yirgg
note that
1 1 1 j* i
ZP( S DOPY e Wy ) dog (P e ) ) = H Ve i V).

- Yir g *p1
Y

Therefore, replacing this in the above, and using that H(Yisj1,..., Y ig|V?) = HYT ) — H(Y"),

D (P

Yi*+q

P$2*+q) =log[(N —i*) - (N —i* — g+ 1)] = H(Yies1, ..., Yierqgl¥")
qé

— log NUW+0 _ Hyi"+ay _ (1og NG H(Yi*)) <d(i* +q) - di") < %

It is a well-known fact that any two distributions Px and Py satisfy d(Px,Py) < /D(Px||Py) (cf
e.g. [5]). This in particular (combined with Claim (A)) implies that for all deterministic D issuing ¢

queries we have AP ((Q), (Qp)) < \/q—/f, which is a bound for any distinguisher issuing ¢ queries, since
a randomized distinguisher can never outperform a deterministic one.

F  Uniform Hardcore Lemmas

All results of this paper are given in the non-uniform setting. On the one hand, this considerably
simplifies the presentation of the paper and permits to convey the main ideas. On the other hand,
we feel that the non-uniform model has established itself as the more relevant adversarial model in
cryptography, as in particular it allows to make concrete statements, and it is questionable whether the
higher complexity involved in uniform reductions is justified. Still, it is an interesting question to find
out whether a uniform reduction is indeed possible. This section discusses uniform versions of the results
of this paper. We omit full proofs of the statements, and only briefly illustrate the main modifications
of the existing proofs in order to derive the corresponding uniform statements.

In the following, we say that a (uniform) algorithm is efficient (or polynomial-time) if its running
time is polynomial in the (understood) security parameter n and the total length of the inputs it obtains.
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In particular, we use poly as the placeholder for a polynomial function in both these parameters. (In line
with this, Auely (S, T) and Guesspoly (B | S) denote the best advantages for polynomial-time distinguishers
/ adversaries.) Finally, we remark that even though all statements are asymptotic in nature, we omit
security parameters to a large extent in order to keep the presentation simpler. This should not cause
any confusion.

F.1 The Uniform Hardcore Lemma for System-Bit Pairs

In the following, we redefine
7200

2

The statement of Theorem 1 can be translated to the uniform setting following the same lines of
Holenstein’s uniform hardcore lemma [21].

Theorem 6 (Uniform Hardcore Lemma for System-Bit Pairs). Let (S, B) = (S(S), B(S)) be
a cc-stateless system-bit pair with an efficient implementation A gy with space complexity SAs.p)-
Furthermore, for some ¢ € [0,1) (with 1 — ¢ noticeable)

Guesspoly(B |S) < e.
For all noticeable ¢ > 0, all (o = 27PYHK) > 0, and all 0 < v < % (such that 12—95 + G < 1 and
1 — e — (3 — (s is noticeable), and for all polynomial-time ¢'-query (uniform) oracle adversaries AL,

there exists a measure M for (S, B) with (M) > 1 — e such that the following two properties are
satisfied:

(i) There exists a (1, (2)-sampler O for M and A(g gy with length { := SA(S,B)(iﬁhC -q"). In partic-
ular, if (S(s), B(s)) is deterministic for all s, then O is a (0,0)-sampler for M and A(s p) with
length sa g g, ((256 - 72 (1-6)73) - ).

(ii) For 8" & M, Y7

Guess®” (B(S')|S(5")) < 7.

We note that the statement is weaker than the one of Theorem 1 in that we only provide one good
measure for every adversary. This is however sufficient for most applications. Note that the length of
the states returned by the sampler only depends on the number of queries ¢/, but is independent of the
time complexity of A (and the length of oracle queries A expects). Otherwise, it would be possible that
the statement only holds for adversaries which cannot retrieve the output of the sampler.

Rather than giving a full proof, we opt for pointing out the modifications to be made to the proof of
Theorem 1 to obtain a uniform reduction. We postpone a full analysis of the success probability (which
relies on standard techniques similar to the ones of [21]) of the reduction to a later version of this paper.
We only consider the general case where (S(s), B(s)) is possibly randomized. (The deterministic state-
ment will follow in the same way as in the non-uniform case.) Once again, we proceed by contradiction,
and the corresponding initial assumption, which we tacitly make from now on, is modified as follows:

Assumption —HC’. There exist noticeable (i, v, and (o = 9—poly(n) (with the property that

12T<1€ + ¢ < F and 1 — e — (i — (2 is noticeable), as well as a polynomially bounded ¢, and an

efficient ¢’-query oracle adversary A* which satisfies

Guess®” (B(S') [S(5)) >

17 That is, A is given access to an oracle which upon each invocation ignores its input and returns a state sampled according
to the state sampler.
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Procedure GoodEnough(A): // collection of adversaries A

1: if A =0 then return false
2: p:= Estimate-p(A)
3: p := Estimate-p(A)
1 ifp>1-15Evp>
5

6

7

return true
. else
return false

Fig. 6. Procedure GoodEnough in the proof of the uniform Hardcore Lemma.

for all measures M for (S, B) with u(M) > 1—¢ admitting a (¢1, (2) state-sampler O for A(g p)
with length ¢, and S’ <& M.

The first step is to transform A* into a more convenient form. (We omit the proof of the following
lemma, which follows the lines of a similar statement in [21].)

Lemma 10. There exists an efficient oracle adversary B* which, for all measures M for (S, B) with
M) > 1 — e admitting a (C1,C2)-sampler O for Ag gy with length £, outputs with overwhelming
probability, given oracle access to O, an efficient deterministic ¢'-query adversary A (making no oracle

queries) such that
Cuess®(B(S")|S(S")) > v/6

for 8" & M.

To ensure a consistent notation with the non-uniform case, in the remainder of this section the
parameter v will equal /6 for the “actual” v that appears in Assumption =HC’. The security reduction
implements a polynomial-time adversary A’ with Guess® (B(S)|S(S)) > ¢ by initially running the
procedure FindCollection, using the oracle adversary (B"‘)o at Line 5 to obtain an adversary A to
be added to the collection, and the state-sampler O for M 4, accessed by B* is simulated (also in
polynomial-time) using the procedure given in the proof of Lemma 3. The final collection .4 output
when GoodEnough returns true is used according to A or A(®) depending on whether (a variation
of) Condition (A) or Condition (B) is satisfied.

However, the parameters p, p (both in GoodEnough), and o* (in A(5)) cannot be computed exactly:
The procedure GoodEnough is consequently modified, as in Figure 6, so that these parameters are
estimated and the conditions in the if-statement are adapted accordingly. The associated procedures
Estimate-p and Estimate-p are described in detail in Figure 7. In both descriptions, we assume without
loss of generality that A py first outputs the bit B, and then simulates S. It can be shown that both
procedures ensure that GoodEnough returns true whenever one of Conditions (A) or (B) is satisfied,
which implies that the analysis of termination for FindCollection remains unchanged. Also, to take into
account possible estimation errors, A can simply be modified to work under the condition that
P [N 4(9) > % ].AH >1- 5(1155) by setting w4 appropriately. Also, in the same way, we can ensure that
its advantage is noticeably higher than ¢ in order to compensate for the negligible error in the reduction.

Additionally, we need to adapt A®) to only use the guarantee that p > % + m (which
is unproblematic), and furthermore, we need to additionally estimate «*: This can be done as the
computation of p,« in Estimate-p, we the difference that we compute

_ 1
047;:22- Pij—l s
7=1
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forall:=1,...,r do
b As.plL]
oo := state of A(g py after outputting b
forall j=1,...,7 do
A& A
bj = A (A ploj-1]) @bD 1
o; := last state of Ag py[oj—1].
N;:=2- Al - (% Zgzlbj - %)

— . {i:N>2A}
pi=

return p

Procedure Estimate-p(A): // collection of adversaries A

ri=1024-~2-|A]* - n
r=1024-(1—¢)2- 4% |A*-n
foralli=1,...,r do
b & A plL]
oo := state of A(g py after outputting b
forall j=1,...,7 do
A& A
bj == Aij(Asloja]) @bl
oj = last state of A(g p[oj—1]
D = > =1 by
reorder Dy, ...,Dp, such that p, <p,,; foralli=1,...,r -1

i*:=(1—-e)r

— 1 —1 —
Pi= iy iy Di
return p

Procedure Estimate-p(A): // collection of adversaries A

Fig. 7. Procedures Estimate-p and Estimate-p in the proof of the uniform Hardcore Lemma.

and take q;+ as an approximation of a*. Also, again we have to ensure that the advantage is noticeably

higher than ¢ to compensate for the negligible error probability. We omit the details.

F.2 The Uniform Hardcore Lemma for Computational Indistinguishability

We state a uniform version of the hardcore lemma for computational indistinguishability.

Theorem 7 (Uniform Hardcore Lemma for Computational Indistinguishability). Let S =
S(S) and T = T(T) be cc-stateless systems, with respective efficient implementations Ag and Ar.

Furthermore, assume that for some € € [0,1) (such that 1 — ¢ is noticeable),

Ap0|y(S, T) <e.
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For all noticeable ¢; > 0, all & = 27PWHK) > 0 and all 0 < v < % (such that 127515 + ¢ < T and
1—e— ¢ — (o is noticeable), and for all polynomial-time ¢'-query (uniform) oracle distinguishers D),
there exist measures Mg and Mt such that p(Mg) > 1 — ¢ and (M) > 1 — € and the following
properties hold:

(i) There exist ((1,(2)-samplers Og and Oy for Mg and As as well as for Mt and A, respectively,
with length € := max{sag(Vhc - ¢'),SarWne - ¢')}. Furthermore, if both S and T are random

functions, then both samplers can be made error-less with V¥pe := 256 - y~2 - (1 — )73,

(ii) For §' & Mg and T' & Mo,
AP®SCT(S(5), T(T")) < 137.

Assume that Theorem 7 is false, that is:

There exist noticeable ¢; > 0, (o = 27PN > 0, and 0 < v < % (such that % + G < 7
and 1 — e — (; — (s is noticeable), a polynomially bounded ¢’, and an efficient ¢’-query oracle

distinguisher D* = (D*)(") which satisfies
APISOT(S(5"), T(T")) > 137

for all measures Mg and M, both with density at least 1 — e, admitting ({3, (2)-state-samplers
Os and Or for the corresponding implementations Ag and Ap with length ¢, and for S’ & Mg,
T & Mo,

Then, we prove that for the cc-stateless system-bit pair (F, B) defined as in the proof of Theorem 2,
there exists an efficient ¢’-query oracle adversary A* = (A*)(') such that for all measures M for (F, B)
with density at least 1 — & admitting a (1, (2)-state-sampler O for A gy with length ,

Guess®)°(B'|F(X',B))) > v

for (X', B') & M, except with negligible probability. As this suffices to contradict the uniform HCL for
the system-bit pair (F, B) (Theorem 6),'® there exists a uniform polynomial-time distinguisher D such
that

AP(S,T) > GuessP (B|F) > ¢,

contradicting the indistinguishability of S and T.

The adversary A*, given oracle access to the sampler O for M, proceeds as follows: It first produces
an estimate Py of the probability pg that B’ = 0 using O. Then, if B’ takes a value b € {0,1} with
probability substantially larger than %, it outputs b. Otherwise, it simply lets the distinguisher D*
interact with the given system F(X’, B’), with oracles Og and O which are ((1,(2)-samplers for the
measures Mg and M defined as

o € 3v(1—¢)
Ms(s) := e+3v(1—¢) MO(8)+€+37(1—5)
€ 3v(1—¢)
= Myt —
Mz(?) e+3v(1—¢) Ml()+€+3ﬂy(1—£)
where My and M as in the proof of Theorem 2. The sampler Og samples ((o1,b1), 21), ((02,b2), 22), . . .
from O until b; = 0 is satisfied, and then (o, - +37€(1_6) zi + azgl(i)a)) is output. If after n attempts

18 As discussed in the proof of Theorem 6, the final adversary can be modified to compensate for a negligible error
probability.
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no pair with b; = 0 is returned, then it outputs (L,1). (For M~ the sampler O symmetrically uses
b; = 1.) This yields, along the same lines as in the discussion at the end of the proof of Theorem 2,
(C1, ¢2)-samplers for both measures, provided that a pair with b; = 0 (for Og) or b; = 1 (for Or) occurs
within the n samples from O.

Finally, A* determines (using an estimate with an appropriate error) whether the probability that
(D*)9s:9T outputs the correct bit is at least % In the affirmative case, A* returns the output bit of
(D*)OS’OT, whereas otherwise its output bit is flipped before its returned.

F.3 Security Amplification for Weak PRPs

A uniform version of Theorem 4 can be given for the slightly weaker result that the cascade of m
instances of a (two-sided) e-PRP E = {Ej}cqo13n is an (€™ +m(1 — )™ 4 v)-(two-sided) PRP for

a negligible function v in the security parameter n, as long as ¢ <1 — ﬁ

More concretely, assume that we are given a cc-stateless random permutation Q = Q(Q) (with efficient

implementation Aq) and a URP P = P(P) (with canonical implementation Ap), both with the same
domain. Furthermore, let D be a polynomial-time distinguisher such that, for m independent instances

Qla"'?Qm OfQ7
AP(Qi > > Q. P) > ™ +m(l —e)e™ ! +4(n),

for a noticeable function ~ and for infinitely many values of the security parameter n. Then, we provide
a polynomial-time (oracle) distinguisher D’ with the following guarantee: For all measures Mq for Q
and Mp for P, both with density at least 1 — ¢, and both admitting error-less samplers Ogq and Op
with polynomial-length for the respective efficient implementations, we have

AP Q@) P(P)) > ¥ (n),

for a noticeable function +/, Q' & Mgq, and P & Mp. It is not hard to see that this contradicts
Theorem 7, since (by an appropriate choice of parameters) there must be measures for Q and P, with

density 1 — ¢ and with corresponding error-less samplers, for which ADOQ%P (Q(Q"),P(P")) <+'(n).

The distinguisher D’ operates as follows, given S € {Q(Q’), P(P’)}. It starts by setting G := (), issuing
m queries to Oq, obtaining pairs (o3, 2;), and for each ¢ € {1,...,m} it adds i to G with probability z;.
Furthermore, it picks an index ¢* uniformly from {1,...,m}, Then, if i* € G, it behaves as

D(C(Sb SRR Si*fia ) Si*+17 s 7Sm))

and otherwise just outputs D(C(S1,...,Sp)), where, for all i € {1,...,m}, we have S; := P(P/) for
P! & Pmp if i € G and i < 4%, and S; := Aq[o;] otherwise.

In particular, P(P/) is simulated as Ap[X], where X is generated by repeating at most (n +
log(m))/ log (%) the following: First (o, z) < Op is sampled, and then ¥ := ¢ is output with prob-
ability z. If no attempts outputs X, we set X := L. This procedure outputs a state with the correct
distribution, except with probability %, and hence the probability that it ever outputs a state with
the wrong distribution is at most 27".

Remark 4. We finally remark that our argument for decreasing the bound by an multiplying with an
additional factor € seems to be inherently non-uniform, and we are not aware how to achieve this
(slightly) stronger statement in the uniform setting.
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