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Hamiltonian Cycles — Protocol Idea
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c=0 c=1

Hamiltonian Cycles — One Round of the Protocol

Peggy Vic

knows HC in G knows G

π at rand., H = πGπ−1

Commit H → C1, .., Cn2
-C1, .., Cn2

� c
c ∈R {0,1}

c = 0 : Decommit H -π, d1, .., dn2 H ?
= πGπ−1

c = 1 : Decommit HC -dI1, .., dIn dI1, .., dIn
?
= HC

Commitment Schemes

Name Setup Value Commit Type Comments

GI G0, G1
G1=σGoσ 1

x ∈ {0,1} B=πGxπ 1 H Trapdoor: σ

DL |H| = q
H=〈h〉

x ∈ Zq b = hx B OR: LSB(x)

Pedersen |H| = q
H=〈g〉=〈h〉

x ∈ Zq b = gxhr H Trapdoor DLgh

QR B m = pq,
t ∈ QNR,(
t
m

)
= 1

x ∈ {0,1} b = r2tx B

QR H m = pq,
t ∈ QR

x ∈ {0,1} b = r2tx H Trapdoor
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How to Scramble the Truth Tables
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1. XOR every wire with a random bit

2. Permute the rows randomly
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