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Abstract — Indistinguishability between systems is
a basic concept in cryptography, allowing for a generic
type of security proofs. Its scope of application is how-
ever restricted to systems whose behavior depends on
some secret randomness. We propose a generalized
definition of indistinguishability which overcomes this
restriction, such that the same type of security proofs
applies in a more general context where this random-
ness might be public.

I. Indistinguishability

The concept of indistinguishability is widely used in cryp-
tography, in particular for definitions and security proofs.
Most cryptographic systems can be regarded as consisting of
several subsystems or components. These are themselves sys-
tems, giving on each new input an output which in general
depends on this input, all previous inputs, and some internal
randomness. Two components C and C′ are said to be indis-
tinguishable if no (efficient) algorithm (the distinguisher), in-
teracting with a blackbox system B, is able to decide whether
B = C or B = C′.

Indistinguishability between C and C′ implies that any
cryptosystem S(C) involving the component C is at least as
secure as the cryptosystem S(C′) which is built from S(C) by
replacing the component C by C′. The problem of proving
the security of a cryptosystem S(C) with a component C can
thus be reduced to the problem of proving the security of an
idealized system S(C′) where the component C is replaced by
an idealized component C′, and to show that C is indistin-
guishable from C′. However, for this type of proof to work
in general, it is crucial that the internal randomness of the
component C is kept secret.

As an example, consider a pseudo random generator
(PRG). This is an algorithm which, starting from some ran-
dom value (the seed), computes a bitstring which, by defini-
tion, is indistinguishable from truly random bits [1]. Again,
in order to conclude that the security of a cryptosystem which
uses true random bits implies the security of the cryptosys-
tem where these random bits are generated by a PRG, the
seed must not be known to a possible adversary.

II. Generalization

Nevertheless, it is useful to consider components whose in-
ternal randomness is public. As an example, one might want
to compare the security of cryptosystems involving different
hash functions (i.e., parameterized classes of functions) whose
parameter is publicly known. However, the conventional con-
cept of indistinguishability is not appliable in this case.

We propose a generalization of indistinguishability between
components which is not subject to this restriction. More pre-
cisely, we consider a more general type of components C whose
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internal randomness is thought to consist of a part which is
public, called public information of C. Then, security of a
cryptosystem S(C) using component C means that S(C) can
not be broken even by an attacker which has access to the
public information of C.

In order to define indistinguishability for components with
public information, let us first introduce a special type of proof
system: A verifier V is connected to a blackbox component
B, but has no access to its public information. The goal of a
prover P (which might have access to the public information
of B) is to compute a witness w which convinces V of some
statement about B. Convincing means that, (a) if the state-
ment is true, then there is a witness w such that V accepts
the proof with high probability, and, (b) if the statement is
false, then the probability that V accepts (for any arbitrary
witness w) is negligible.

Let C and C′ be components with public information, and
consider a proof system where either B = C or B = C′. We
say that V is a verifier for distinguishing C from C′ if there is
a witness convincing V of the fact that B = C. C is defined
to be indistinguishable from C′ if no such verifier exists.

This definition meets exactly the requirement needed for
the generic type of security proofs described in Section I.

Theorem. If and only if the component C is indistinguish-
able from C′, then security of any cryptosystem S(C) using C
implies security of the cryptosystem S(C′) (the cryptosystem
built from S(C) by replacing C by C′).

III. Concluding Remarks

The concept of indistinguishability applies to a wider range
of cryptographic problems than previously believed. On one
hand, our extended notion of indistinguishability can be seen
as the basis for new security proofs. On the other hand, it
leads to impossibility results, e.g., in the context of the ran-
dom oracle methodology. For instance, it allows for a signifi-
cantly simplified proof of a statement proven in [2], saying that
there is a cryptosystem which is secure when using a random
oracle (which essentially is a completely random function),
but becomes completely insecure when this random oracle is
replaced by any hash function.
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